McAfee MVISION Connector App for QRadar
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Overview

As part of our “Together is Power” strategy, we have built a new eco system wherein we have enabled
our key McAfee products (MVISION ePO and MVISION EDR) features inside the IBM’s QRadar (SIEM)
server. We have created “McAfee MVISION Connector” for QRadar app to implement this eco system
and it will provide the following actions for IBM QRadar admin users:
= Can create/update an EDR investigation for an offense from IBM QRadar console. An EDR SOC
admin will continue the investigation for the given endpoint (IP, Hostname). Investigation contains
IP, Severity and offense description.
= Can apply MVISION ePO policy, based on a tag assigned at IBM QRadar console to an IP.
= Can enrich endpoint system data from MVISION ePO to IBM QRadar console.

= Caningest MVISION ePO threat events in IBM QRadar event logs for correlation.

Terms and Definitions

Term Definition

MVISION ePO MVISION e-Policy Orchestrator
MVISION EDR MVISION Endpoint Detection & Response
Architecture

The high-level architecture of “McAfee Connector for QRadar” app is shown below:
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Pre-requisites

User must be QRadar admin to access all the functionalities of “McAfee MVISION Connector” app.
Note: If you are a non-admin user you could see a white screen on “McAfee MVISION Connector” tabs.

Before start using “McAfee MVISION Connector” App, user must make sure that the following
applications are up and running and the same should be accessible by them from QRadar server
network.

¢ MVISION ePO Server
e MVISION EDR

Apply MVISION ePO Tag:

o Before applying MVISION ePO tags action, user must make sure the tags to be applied on the
system(s) are created in MVISION ePO server Tag Catalog. For e.g. - Create a tag with name -
Testl.

e Refer the screenshot below -

= U McAfee Tag Catalog Log A i §
Tag Catalog
< Tag Group Tree My Tags

s Tag Group and Subgroups t Show g FRCCSIN New Tag

> My Tags Tags v | Edited By Tag Type Assigned Systems Usage C

MVISION ePO Device Detalls:

o Before fetching MVISION ePO Device Details, user must make sure the device for which the details
need to obtain should be managed in the MVISION ePO. For e.g.- system IP - 10.33.124.59 is
managed in ePO.

e Refer the screenshot below:
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Poll Threat Events from MVISION ePO:

Last Communication

10/4/20 1:27:14 PM UTC

o Before starting poll for threat events make sure to increase Max UDP Syslog Payload Length to

4096 so that events are not truncated. To do this login to QRadar console and navigate to Admin

panel > click on System Settings icon > click Advanced button on left bottom corner and then

change Max UDP Syslog Payload Length to 4096 and click Save. Make sure to initiate a Full

Configuration deployment so that changes are deployed for QRadar server as shown below:
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Partition Testers Timeout (seconds)

Tizx TCP Sysiog Payload Length
IMzx Number of TGP Syslog Connections
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As part of the MVISION Connector app, custom log source, log source type, log source extension

and custom properties will be populated which help in parsing the threat events on QRadar and

display them accordingly.

Log Source type: MVISION ePO Threat Events log source type will be created on installing this

app.
Log Source: MVISION ePO Threat Events log source with log source

MVISION_ePO_event is created by this app as shown below:

ﬁ Log Sources - Google Chrome — O

A Notsecure | G- sc/c/do/sem/maintainSensorDevice?dispatch=ed...

Edit a log source

identifier

iy Note that the connection information for this leg source is shared amongst one or more other log sources.

Log Source Name ‘MVISION eP0 Threat Even‘

Log Source Description ‘ ‘

Log Source Type IMVISION ePO Threat Events

Protocol Configuration

Log Source ldentifier MVISION_ePO_event

Enabled

Credibility 5 w

Target Event Collector eventcollectorD o ibmgradar w
Coalescing Events

Incoming Payload Encoding UTF-8 A

Store Event Payload

Log Source Language w

Log Source Extension MVISIONEPOThreatEventsCustom_gxt w

Please select any groups you would like this log source to be a member of:

Save| |Cancel



Log Source Extension: MVISIONEPOThreatEve
installation as shown below:

@ Log Source Extension - Google Chrome

Edit a Log Source Extension

ntsCustom_ext is created by app upon

|

A Not secure | -onsole/do/sem/maintainDeviceExtension?dispatch=edit&a...

Name

MVISIONEPOThreatEvent: |

Description

Log Source Types
Available

3Com 8800 Series Switch

APC UPS

AhnLab Policy Center APC

Akamai KOMNA

Amazon AWS CloudTrail

Ambiren TrustWave ipAngel Intrusion Prevention Sy
Apache HTTP Server

Application Security DbProtect

Arbor Networks Peakflow SP

Arbor Networks Pravail

Upload Extension:| Choose File | Mo file chosen

Extension Document

rFs
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MVISION ePQO Threat Events

&>

Upload

X
Q

o

<ns2-device-extension xmins:ns2="event_parsing/device_extension"=

<pattern type="JsonKeypath" id="Destination|p-Pattern-1">/"targetipv4"</pattern=
=pattern type="JsonKeypath" id="DestinationMAC-Pattern-1"=/"targetmac"</pattern=
<pattern type="Jsonkeypath" id="DestinationPort-Pattern-1"=/"targetport"</pattern=
<pattern type="JsonKeypath" id="EventCategory-Pattern-1"=/"threat_qradarcategory"</pattern=
«<pattern type="JsonKeypath" id="EventName-Pattern-1"=/"threateventid"</pattern=
<pattern type="JsonKeypath" id="Protocol-Pattern-1"=/"targetprotocol"</pattern=
<pattern type="JsonKeypath" id="Sourcelp-Pattern-1"=/"sourceipv4"=/pattermn=
<pattern type="JsonKeypath" id="SourceMAC-Pattern-1">/"sourcemac"=/pattern=
=pattern type="JsonKeypath" id="UserName-Pattern-1">/"sourceusemame"=/pattern=
<pattern type="JavaPattern" id="AllEvents"={ *?)</pattermn=

=match-group device-type-id-override="4010" order="1"=

=zevent-match-multiple force-gidmap-lookup-on-fixup="true"
<fmatch-group=
=/ns2:device-extension=

=jsan-matcher order="1" enable-substitutions="true" pattemn-
<json-matcher order="1" enable-substitutions="true" pattern-
=json-matcher order="1" enable-substitutions="true" patterm-
<json-matcher order="1" enable-substitutions="true" pattern-
=json-matcher order="1" enable-substitutions="true" pattern-
=json-matcher order="1" enable-substitutions="true" pattemn-
=json-matcher order="1" enable-substitutions="true" pattern-
=jsan-matcher order="1" enable-substitutions="true" pattemn-
<json-matcher order="1" enable-substitutions="true" pattern-

id="Destinationlp-Fattern-1" field="Destinationlp” /=
id="DestinationMAC-Pattern-1" field="DestinationtMAC" /=|
id="DestinationPort-Pattern-1" field="DestinationPort" /=
id="EventCategory-Pattern-1" field="EventCategory" /=
id="EventName-Pattern-1" field="EventName" />
id="Protocol-Fattern-1" field="Protocol" /=
id="Sourcelp-Pattern-1" field="Sourcelp" /=
id="SourceMAC-Pattern-1" field="SourceMAC" /=
id="UserName-Pattern-1" ficld="UserName" /=
send-identity="UseDSMResults" pattern-id="AllEvents" /=

Save| |Cancel




Custom Properties: Few custom properties specific to MVISION ePO will be created on app
installation as shown below:

@ Custom Event Properties - Google Chrome — O *
A Not secure -’console/do/core/genericsearchIist?appName:qradar&pageld =ArielPropertiesList Q
|add B Edit [ Copy [GlEnableDisable €} Delete  [Search Properties. 7]
Property Name Type D:srgrpi;gn Log Source Type Log Source EventName  Category  Expression  Usemame Enabled
ACF2 rule key Regex CAACF2 NA N/A N/A rule=([*\tl+) | admin True
ANVT-App-Category Regex Juniper Networks AVT NIA N/A N/A category:\s"... admin True
ANVT-App-Category Regex Juniper Networks AVT MNIA N/A N/A category’\s".._ | admin True
AVT-App-NAMe Regex AVT-App-N__. | Juniper Networks AVT N/A N/A N/A name’\s"(.*?)" | admin True
AVT-App-NAme Regex AVT-App-N__ | Juniper Networks AVT NIA N/A N/A name’\s"(.*?)" | admin True
AVT-App-VolumeBytes Regex Juniper Networks AVT N/A N/A N/A bytecnts"(\ | admin True
AVT-App-VolumeBytes Regex Juniper Networks AVT NIA N/A N/A bytecnt\s"(\ _ | admin True
Access allowed Regex IBM Resource Access Cont. . | NIA N/A N/A allowed=([*... | admin True
Access intent Regex IBM /0S8 N/A N/A N/A intent=([*\{]+) ' admin True
Access intent Regex IBM Resource Access Cont. . | NIA N/A N/A intent=([*)+) | admin True
Access intent Regex CAACF2 MIA N/A NJA intent=([*#}+) | admin True
Access intent Regex IBM DB2 N/A N/A N/A intent=([*\{]+) ' admin True
Accesses Regex Default cust. .| Microsoft Windows Security . | N/A N/A N/A Accesses (. admin True
AccountDomain Regex Default cust. . Microsoft Windows Security . | N/A N/A N/A Target Dom... | admin True
AccountiD Regex Default cust. .| Microsoft Windows Security . | N/A N/A N/A Target Acco... | admin True
AccountName Regex Default cust...  Microsoft Windows Security... | N/A N/A N/A Account Na... | admin True
AccountName Regex Default cust...  Microsoft Windows Security... | N/A User Accou... | N/A Account Na... | admin True
AccountName Regex Default cust...  Microsoft Windows Security... | N/A N/A N/A New Accou... | admin True
AccountName Regex Default cust...  Microsoft Windows Security... | N/A N/A N/A Target Acco... | admin True

Couot =141 aualan Matication DA Wfomation RS
entGUID JSON Keyp... MVISION ePQ Threat Events | N/A N/A N/A ["agentguid”
alyzer JSON Keyp... MVISION ePQ Threat Events | N/A N/A N/A l"analyzer" admin True
alyzerDetectionMethod JSON Keyp... MVISION ePQ Threat Events | N/A N/A N/A M"analyzerd... | admin True
alyzerHostName JSON Keyp... MVISION ePQ Threat Events | N/A N/A N/A M"analyzerh... | admin True

alyzerlPv4 JSON Keyp... MVISION ePO Threat Events | N/A N/A N/A [analyzerip...  admin True

JSON Keyp... MVISION ePO Threat Events | N/A N/A N/A [Manalyzerm... admin True

JSON Keyp... MVISION ePO Threat Events | N/A N/A N/A [analyzern... | admin True

JSON Keyp... MVISION ePO Threat Events | N/A M/A /A f"ﬂ:\lvzerv .. admin True

Regex Juniper MX Series Ethemet... | NIA N/A /A application... | admin True

Regex Juniper Junos OS Platform NIA N/A N/A application... | admin True

Regex Juniper SRX Series Service... | NIA N/A N/A application... | admin True

Regex Juniper MX Series Ethemnet... | NFA N/A N/A application-... | admin True

Regex IBM Resource Access Cont... | NAA N/A N/A appl=(["\tl+) | admin True

Application name Regex IBM CICS NIA N/A N/A appl=(["\t}+) | admin True

Awvt-App-VolumePackets Regex Juniper Networks AVT NA N/A N/A pkicnt\s"(\d... | admin True

Avt-App-VolumePackets Regex Juniper Networks AVT NIA N/A N/A pkicnt\s"(\d...  admin True

Bytes Regex Default cust... Cisco PIX Firewall NA N/A N/A bytes (vd+) admin True

Bytes From Client Regex Juniper Junos OS Platform NIA N/A N/A bytes-from-... | admin True

Bytes From Client Regex Juniper SRX Series Service... | NIA N/A N/A bytes-from-... | admin True

Bytes From Server Regex Juniper SRX Series Service... | NIA N/A N/A bytes-from-... | admin True

4

Displaying 1 to 40 of 313 items (Elapsed time: 0:00:00.689) Page: S 123 . 8>

Make sure UDP port 514 is enabled as QRadar Syslog server uses this port to listen to incoming
messages.

Make sure to deploy changes from QRadar Admin panel before starting poll so that Log source
changes are deployed properly.



Software version and platform details

Below is the list of components that we have used to test McAfee Connector for QRadar app.

Service name Component version and platform details

MVISION ePO server As per the details mentioned in on-boarding welcome mail
MVISION EDR As per the details mentioned in on-boarding welcome mail
IBM QRadar Server IBM QRadar v7.3.1 Build 20171206222136 and above

Step by Step Instruction to use McAfee MVISION Connector for
QRadar App

As part of this app documentation we assume that all MVISION ePO related operation and configuration
will be performed only by MVISION ePO sever tenant users and all QRadar related operation and
configuration will be done by QRadar server admin user.

Acquiring client credentials from McAfee Marketplace

1.

2.

As part of the workflow customer/tenant should login into MVISION Marketplace using their
MVISION credential.
Customer/tenant then should register and get IBM QRadar app from MVISION Market place.
After opening the IBM QRadar app, click on “configure” button to configure actual QRadar server
URL and click “Launch” button.
The “Launch” action will open the given QRadar Server URL in a separate browser window.
Now enter the QRadar server credentials to login into QRadar console.
Now you must install McAfee MVISION Connector app into QRadar server. In order to achieve
this, you have two options
Option #1: Go to Menu | Admin | Extension Management page in QRadar server and click "IBM
Security App Exchange" button to download McAfee MVISION Connector app.
Option #2: Go to IBM X-Force Exchange website
(https://exchange.xforce.ibmcloud.com/hub?g=mcafee) to download the latest McAfee MVISION
Connector app.
Install the downloaded “McAfee MVISION Connector” app into QRadar Server.
Open the "McAfee MVISION Connector" app landing page to configure MVISION ePO
credentials.
Note: Go back to IBM QRadar app in MVISION Market place to copy Client ID, Client Secret, and
API Key, and provide the same in corresponding input fields.
If the configuration saved successfully, following task can be performed by QRadar admin user.
a. Create Investigation in MVISION EDR for the QRadar offences based on the app
scheduler/filter configuration.
b. Right click option in QRadar console to apply a tag for an IP in MVISION ePO.
c. Right click option in QRadar console to show additional device details from MVISION ePO.

Configure/Provision McAfee MVISION Connector for QRadar App

Before the QRadar admin takes advantage of actions that are provided by McAfee MVISION Connector
for QRadar App, the QRadar admin user should configure/provision MVISION ePO server inside the
McAfee MVISION Connector for QRadar app.

Refer the screenshot below-
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Also, the same app will be shown as part of QRadar ribbon tab. Refer the screenshot below-
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Provide the values under MVISION ePO Server Configuration page like the sample data given below:

Field Name Sample Value Description

API Gateway URL | https://api.dev.mvision.mcafee.com Provide URL of MVISION API
Gateway (IP address or number
inputs are not allowed)

Client ID <client id from MVISION Market place> | Provide valid Client ID which is
generated by the Tenant ID provided
in the activation mail.

Client Secret <client secret from MVISION Market Provide valid Client Secret which is
place > generated by the Tenant ID provided
in the activation mail.
API Key <api key from MVISION Market place> | Provide valid API Key which is

provided as part of the activation mail
for a Tenant ID.

Proxy Checkbox This checkbox should be checked if
proxy is required to be configured.
Proxy Server URL | Proxy URL Provide valid Proxy server URL. For
eg. Sample.proxy.com

Proxy Port Port Number Provide valid proxy port number
associated with the proxy URL. For
e.g 9090

Once all the fields are populated, click on Test button to validate the given credentials.
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If the test is successful, click on Save button to save this configuration.

Refer the screenshot below-
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If the Test fails, a failure message will be displayed. Check if valid inputs are provided and retry. Refer the

screenshot below-
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It is mandatory that Test should pass to Save and proceed and perform other actions.
Once the Save is completed, user can Edit the MVISION ePO server details by clicking Edit button. Refer
the screenshot below-
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After editing server details QRadar admin can change the details and Test, then Save the MVISION ePO
details. If the QRadar admin does not want to provision again then the admin must click “Cancel” button to

retain old settings. Refer the screenshot below-
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Apply MVISION ePO Tags

The “MVISION ePO Tags” action in QRadar console will allow the QRadar user to select an IP
from “Log Activity” page (only if the selected IP is managed by ePO server) and apply any tag
which exists in the configured ePO on a system/IP. This action from QRadar server can initiate
ePO’s automatic tag-based policy/task as a remediation action.

Before performing “MVISION ePO Tags” action from QRadar console, login to MVISION ePO
server and go to Menu | Systems | System Tree page and search for the “IP” (in our example it is
“10.33.124.59”) and check the list of tags applied for this IP. Refer the screenshot below-

U McAfee System Tree

System Tree

System Tree Systems | FPolicies | Client Tasks | Deploy
~ My Organization Quick find
Apply B
System Name v | Managed State Tags IP address User Name Last Communicatios
I Managed ] doudadmin 0/6/20 4:19:39 PM UTC
| ] Managed Cloudadmin 10/6/20 4:27:12 PM UTC
[ ] Managed [ ] Cloudadmin 10/6/20 4:25:51 PM UTC

Note: At this stage the IP (10.33.124.59) does not have any tag applied.
Go to “Log Activity” page in QRadar console and right click on Source IP column and select More Options
| MVISION ePO Tags. This action will open a new page to perform “MVISION ePO Tags” action.

Refer the screenshot below-
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Receiving an average of less than one result per second



If the selected Source IP address is managed by ePO server, the new page will allow the user to select a
tag from the list and click “Apply”. If the tag is applied successfully in ePO server, you will get “<tagname>

tag applied successfully to the selected system.” Message as shown in the screenshot below-

https://

A Not secure )0/console/plugins/130

I MVISION ePO Tags
Tags available in MVISION ePO :

QRadar_isolate_policy v

Apply tag

QRadar_isolate_policy is applied to the
selected device

Note: If the selected tag is already applied for the system IP in the ePO, you will receive “<tagname> tag
is already applied to the selected system.” as a response message.

Refer the screenshot below-

https://" ‘console/plugins/1304/app_proxy/mvisionePOtagDetailsui?contextinfo= Google Chrome

-

A Not secure console/plugins/1304/app_proxy/mvisior tailsui?contextinfo-

I MVISION ePO Tags
Tags available in MVISION ePO :

QRadar_isolate_policy v

Apply tag

This device is already tagged with
QRadar_isolate_policy

Once the “MVISION ePO Tags” action in QRadar server is successful you can see the same in the
MVISIONS ePO’s system tree page next to the selected system.

Refer the screenshot below-



= UMCAfee' P W e ; Dey C System Tree

System Tree

System Tree systems | Folicies | Client Tasks Deploy

« My Organization Quick find:

System Name v

User Name Last Communication

Wanaged — — 10/6/20 4:19:39 PM UTC

Cloudadmin 0/6/20 4:27:12 PM UTC

H
g
[
i

;

Manage I Cloudadmir 0/6/20 4:25:51 PM UTC

Note: In case the selected IP is not managed by the MVISION ePO configured in the QRadar-
Right click on Source IP column and select More Options | MVISION ePO Tags will display a message
indicating “This system does not belong to the configured ePO”.

Refer the screenshot below-

§ https:f-/consolefpluginsﬂ974/app_proxy,fmvisionePOtagDetailsui?contextinfo:— Google... — ] X
A Not secure —/conso\e/plugins/'l 974/app_pr'oxy/mvisionePOtagDetaiIsui?contextinfo: Q,

[ MVISION ePO Tags

This system is not managed by currently configured MVISION ePO

When the McAfee MVISION Connector has not been configured at all, -

Following failure message will be displayed-

€ s/ QD <onsole/plugins/1974/app_proxy/mvisionePOtagDetailsuizcontextinfo-{Ji)- Google Chro...  — ] b

A Not secure | (D onscle/plugins/1974/app_proxy/mvisionePOtag r:PT:'IH";'.Ii?-Z'l')l‘tL‘NTl"l;'l"J:- Q

[ MVISION ePO Tags

Configure McAfee MVISION Connector to proceed.



MVISION ePO Device Detalils

The “MVISION ePO Device Details” action in QRadar console will allow the QRadar user to select an IP
from “Log Activity” page (only if the selected IP is managed by ePO server).

Refer the screenshot below-

IBM QRadar € 4o 2

Dashboard Offenses Log Aciivity  Network Activity Assets Reparts Risks  Vulnerabiies Admin Pubse Use Case Manager MecAfes MVISION Connector System Time: 234 PM

Seamch ¥ Quick Searches ¥ Add Fillr | Savo Crteria ) Save Rt g A, Faiso Rules ¥ Adions ¥ ne

Quick Filter - Search

Viewing real time events  View: SelectAn Option: =  Display:| Default (Normalized) | =

Current Filters:
Log Source is bitd  (Clear Filter)

Source Destin:

bitd

EventName Log Source Low Level Category Source IP ks Destination IP bort. | Username  Magnitude
8 File Analysis Completed bitg Infermation 10.33.124 50 n [~ TRER n Sustem
o File ted bitd Infermaticn Filter on Source IP 15 10.33.124 .59 tem
0 bitd Information Filter on Source IP is not 10.33.124.59 tem
r] bita Informaticn Filter on Source or Destination IP is 10.33 124 59
r] bitg Information
2 bitd 10331245910 1.1.1.1
L) batd
0 bat9 L
O bitd Information = IRE
0 bitg Information Bl
5 bitd Infermation Bl
O bitd Information B
O bt Infarmation Bl
0 bitd Information B
O bitd Information [ IER]
s bitg Bl
. bitd B
0 |- LRE]

Receiving an average of less than one result per secand.

This action will open a new popup page to show system details from MVISION ePO server.
Considering the system 10.33.124.59 . Refer the screenshot below-

€ https:f-console/pluginsﬂ974/&1pp_proxyjmvisionePODeviceDetailsui?conte)ctinfo- - Goog... — (] =
A Mot secure -J/consoleXpluginsX‘l 974/app7pr'oxy/mvisionePODeviceDetaiIsui?contextinfo:— [S]

I MVISION ePO Device Details

Device IP: -

MAC address : 005058AFEQAS

Operating system platform : Workstation

Agent GUID : AOFO7ESF-FA3A-4A83-A452-FCBDF2D78B53
Domain name : WORKGROUP

Host name : CLDBGDEVEOO228

Operating system type : Windows 10

Operating system version : 10.0



In case the selected IP is not managed by the MVISION ePO configured in the QRadar-
Right click on Source IP column and select More Options | MVISION ePO Device Details will display a
message  indicating  “This system does not belong to the configured ePO”.

Refer the screenshot below-

@ https:/-/console/pluginsﬂ9?4/&1pp_proxymwisionePODeviceDetaiIsui?contextinfO-—Goo... - O X
A Not secure _console/plugins/1974/app_pr'oxmevisionePODeviceDetaiIsui?contextinfo:-... Q

LI MVISION ePO Device Details

This device is not managed by currently configured MVISION ePO

When the McAfee MVISION ePO config is not present and admin tried to take an action then following
failure message will be displayed:

@ https://—console/plugins/19?4/app_proxym1visi0nePODeviceDetaiIsui?contextinfo:- Google Ch... — O X
A Notsecure | (D -onsole/plugins/1974/app_proxy/mvisionePODeviceDetailsui?contextinfo-( P S}

I MVISION ePO Device Details

Configure McAfee MVISION Connector to proceed.

Create/Update EDR Investigation for an offense in QRadar

QRadar Admins can create an Investigation for any offense to have additional insight about the
offense in MVISION EDR. Admins will have the option to either create a new Investigation or update an
existing Investigation for an offense in MVISION EDR.

Note: Only Offense types with IP and Hostname are supported to create EDR Investigation. And EDR

supports creation/update of 20 investigations in a single day.



e Goto Offense page in QRadar console

e Before taking any action, select any offense for which EDR Investigation to be created as shown

below:

€

ferse Marger

x +

LatRetnsh 000000 [

Offenses Seah. ¥ [ Sev Citrs cions ¥ 54t [ Cestelpdste nesigabn n WVSION EDR
iy Offenses
All Offenses  View Offenses: Select An Option v
All Offeases Current Search Parameters:
e Exclude Hidden Offenses [t Filter}, Exclude Closed Offenses  (Clear Filter)
yC
By Sourse IP T u Descrigtion Offense e OffenseSource  Magnitude Saurce IPs Destination IPs Users. L=t
) Unknown Saurce IP 1721621480 .. 324100
By Destination P Source IF 205 6 2
- e
Source IP ... 260100
Rules 17 Unknown Applic afion preceded by Rem S5H preceded by Web prec .. | Source IP 17216.214.220 17216214220 Multiple (26) Ni& 29d B 5
o= 3 RemoleAccess 5SH preceded by Yieb SecureWeb Source IP 240180 10212240180 1T118.143220 Nia 32d8h1
3 Wieh.Securelieh Source IP 10.112.24194 1021224194 1T216.214.220 i ... 294 2h

e Click on Create/Update Investigation in MVISION EDR button available on offense toolbar as
shown below:

IEM QRadar

Lastrenesnoooo0s [ @

Offenses
iy Offenses
All Offenses  View Offenses. Select An Opian: v
All Offenses Current Search Parameters:
Bt Exclude Hidden Offenses  (Clear Fiter), Exclude Closed Ofienses  (Clear Filter)
y Category
By Source 1P 7 L] Description Offense Type Offense Source  Magnitude Source IPs Destination IPs Users LogSources  Evenis Flows
B 1 FileAnalysic Completed Source P 5430139 10. 39 Syslem bitd
By Destina [0} 71| Unknown Souree P 1682 atmin Himane
N B 2 File Analysis Completed Desfination IF Mulfiple (2} System bitd
By Netuor B 3| FileAnalysic Completed Destnation P Maligle (2) System 1]
Ruls B 16 | Unknown preceded by Unknown Applicaiion Source IP atmin Himansh
[ 41 Unknown Source P admin Himans}
B 22 Unknown Source P admin Himans!
59 Unknown Applicafion Source IP NiA M
47 Vieh precaded by Web Application XCSH preceded by DataWar. .. Source IP NiA
64 | Vieb. revied Source P 10 b4 iz
46 Vieb revie preceded by Remote Source P 1T216.196.11 iz
63 ViehSecureVieh Source P 1012247 34 Ni#

e If the existing Investigation doesn’t exist, then Admin will see a window where details of newly

created EDR Investigation will be shown as depicted below:



ﬁ https:/, nsole/plugins/1975/app_proxy/escalate_to_McAfee EDR?offenseld=64 - Google Chrome — O >
A Not secure onsole/plugins/1975/app_proxy/escalate_to_McAfee EDRZoffenseld=64 Q

ZJ MVISION EDR Investigation Status
Investigation id: 47e1a3f0-fOdd-11ea-af42-0000000000002 is created for offense id: 64.

Investigation Details :

Id : 47e1a3f0-f0dd-11ea-af42-0000000000002
Name : Web.SecureWeb

CaseHint:

CaseType: others

CasePriority : Low

¢ If the investigation already exists in MVISION EDR then Admin will be presented with a window

with Investigation id detail as shown below:

[ 3 https:-:o nsole/plugins/1975/app_proxy/escalate_to_McAfee EDR?offenseld =64 - Google Chrome = O X
A Not secure _onso\e/plugins/‘l975/app_proxy/esca\ate_to_McAfee_EDR?offenseId:(Bdl Q

[ MVISION EDR Investigation Status

Investigation id: 47e1a3f0-f0dd-11ea-af42-0000000000002 has already been created for this offense id: 64. If you want
to update this investigation, click Update.

Update

¢ Admin can decide whether they want to update the EDR Investigation details. In case if they choose

to update, they will be presented with updated EDR Investigation details as shown below:



@ https:/f-!consoIe/pluginsﬂ9?SXapp_proxy/escaIate_to_McAfee_EDR?offenseId:64 - Google Chrome — O X

A Not secure —/ccnnsoleg’[:ﬂugins/’l975/61p;:prr'o}(yﬂescaIatechMcA]‘eefEDR?offenseldz@ﬂr Q

[J MVISION EDR Investigation Status

Investigation id: 47e1a3f0-f0dd-11ea-af42-0000000000002 has already been created for this offense id: 64. If you want
to update this investigation, click Update.

Investigation id: 47e1a3f0-f0dd-11ea-af42-0000000000002 for this offense id: 64 is updated.
Investigation Details:

Id: 47e1a3f0-f0dd-11ea-af42-0000000000002

Mame: Web.SecureWeb

CaseHint: -

CaseType: others

CasePriority: Low

¢ Incase where EDR investigation creation fails, below mentioned failure message will be displayed:

ﬁ https:l-,/consoIefpluginsﬂ9?4!app_proxy/escaIate_to_McAfee_EDR?offenseId:5? - Google Chrome — O

A Not secure (D /console/plugins/1974/app_proxy/escalate_to_ McAfee EDR?offenseld=57

[J MVISION EDR Investigation Status

Failed to create EDR Investigation for offense id: 57

Poll Threat Events from MVISION ePO to Log Activity on QRadar

This feature enables QRadar Admins to fetch threat events from MVISION ePO and show on Log Activity
page. Admins must configure scheduling criteria for polling the events by providing how frequently polling

must be done.



Poll Configuration

To configure this, navigate to McAfee MVISION Connector App > click on MVISION ePO Events Config

tab as shown below:

= IBM QRadar

Dashboard Offenses Log Activity Network Activity Assets Reports McAfee MVISION Connector

McAfee MVISION ePO Config MVISION ePO Events Config Audit Log

1 Scheduling criteria for polling MVISION ePO Threat Events

Schedule polling interval (minutes):

10

Save

Admin can specify polling interval in minutes. Range of the interval is :10 minutes to 2880 minutes

= IBM QRadar

Dashboard Offenses Log Activity Network Activity Assets Reports McAfee MVISION Connector

McAfee MVISION ePO Config MVISION ePQ Events Config Audit Log

I3 Scheduling criteria for polling MVISION ePO Threat Events

Schedule polling interval (minutes):

Edit Start Polling
Saved polling criteria for MVISION ePO threat events.

Once the interval is saved, Admins will be able to start the poll for threat events. Once the poll is started,
background process will fetch the events generated between the poll start time and interval specified. For
example: if poll started at 2:00 PM and interval specified is 10 minutes then it will pull all events received
on MVISION ePO between 2:00 PM and 2:10 PM in the first go. In next poll, background process will pull

all events received on ePO from 2:10 PM to 2:20 PM and so on.



Note: UTC time is considered for performing polling operation. Make sure QRadar server and MVISION

ePO are time-synced.
To start polling, click on Start Polling button once polling interval is saved as shown below:

IBM QRadar

Dashboard Offenses Log Activity Network Activity Assets Reports McAfee MVISION Connector

McAfee MVISION ePO Config MVISION ePO Events Config Audit Log

3 Scheduling criteria for polling MVISION ePO Threat Events

Schedule polling interval (minutes):

Edit Stop Polling
Started polling MVISION ePO for threat events.

To stop polling, click on Stop Polling button as shown below:

IBM QRadar

Dashboard Offenses Log Activity Metwork Activity Assets Reports McAfee MVISION Connector

McAfee MVISION ePO Config MVISION ePO Events Config Audit Log

I3 Scheduling criteria for polling MVISION ePO Threat Events

Schedule polling interval (minutes):

Edit Start Polling
Stopped polling MVISION ePO for threat events.

Note: Threat events will be fetched only for the time duration when polling is active. Any events generated

before start of event poll or after the poll has been stopped will not be fetched on QRadar.



On successful poll of threat events, Admins can see events on Log Activity page as shown below:

1BM QRadar
Oflrmes  Loghcaty  MetwerkActuty

Sesen, v Ouckseacnes v W asormer [ saecuens § = . Fuse postve Rules ¥ Actons ¥ >0

Advanced Search = (7}

events (Paused)  View: | SelectAn Option: |~ | Display | Defaull (Normalized) | =

Using Search: Himanshu
Current Filters:
Log Source is not SIM Audit-2 - ibmgradar (Clear Filter) Log Source is not System Notification-2 - ibmqradar
Quick Filter is NOT "System Nofification-2 :: ibmgradar”  (Clear Fiter)

ree is not Health Metrics-2 - ibmgradar  (Clear Filt

Event Name Log Source Event Count Time v Low Level Category Source P Souree Port Destination IP
5 10331832 0

10.33.118.32

10,3318 32

2

ults Message Search Resulis-2

Event is parsed using the custom properties and DSM parser which is defined for MVISION ePO Threat

events as shown below:

IBM QRadar

Offermes Log Actasty

Retum 1o Event List [ & o Event % Faise Posiine [} Extract Property L Pint ) Obhuscaton ¥

Event Information

Event Name. MVISION ePO Threat

Low Level Category

Event Description Genenc mapping for events fetched from MVISION ePC.
Magnitude —— @) | Retevance 5 Severity 5 Greamility 5
Usemame nul

start Time Qct 15. 2020, 322 56 F Storage Time Oct 15 Log Source ime 020, 3:22:56 PM

AgentGUID (custom) | fcror279.608e- 45535795 450666280150

Analyzer (custom) ENDP_AM_1070
AnalyzerDetectionMethod - o
{custom) . *
Analyzartiostame p—
i CLDLVRAECODSS
Ana\ymlwucumm 103311832

AnalyzerMAC (custom) 56076aeS

securty

Analyzeriame (custom) e Enapo

Analyzerversion (eustom) 107.0

DetectsaUTC (custom)

ReceivedUTC (custom) | 1602755196
SourceHostName
{eustom)
SourceProcessName
{eustom)
TargetFileName (custom) | N4
TargetHostName
{eustom)
TorgetPracesshame
icustomi

nuil

nuil

Threat Event in JSON format fetched from MVISION ePO

IEM QRadar o 9

Dashboad ~ Offerses  LogActvily  NetworkAchvly  Asssis  Repors  McAfeeComneciorforQRadar  McAlee MVISION Comnecior System Time: 200 PM

Rt o Evert st [§ 0% %, Fol Posive [} EsctPropery () Provovs {@best (2 pum (§) Ootscaton ¥

6

Source and Destination Information

Source IP Destination IP

Source Asset Name N Destination Asset Name NE
Source Port 0 Destination Port 0
Pre NAT Source IP Pre NAT Destination IP

Pre NAT Source Port 0 Pre NAT Destination Port 0
Post NAT Source [P Post NAT Destination IP

Post NAT Source Port 0 Post NAT Destination Port

Source IPvé Destination IPvé

Source MAC Destination MAC

Payload Information

utf hex. basedd
Birap Text

zeripvd”
wll,

ENDP_1 1878", "analyzerdety
rsion”: "18.7.8", "detectedu

analyzerhostnane™: ”( IPHJB'EJEHE“ “anal
2626-16-6378; 307", "sourcahostnane

se:e;ﬁafaaa;‘p

“sourceipy o snurmn’a(‘: mll, " "2 null, “targetfilename™: “C:\\Users \Desktop\\sanple events\\344.txt", targethu;tn.: null, “targetipwa”:
"18.354.33.183", “targe 11, “targetport”: null, “targetprocessnane”: null, ” "targetprotocol”: null, radarcategory” 4", "threatactiontsken’: "IDS_ALERT_ACT_TAK_CONT", "threstcategory": "av.dtect”,
“threateventid": 1299, .hr'zuthand ed": false, "threatnane™: “Installation Check’, "threatseverity™: "1" “test™}




Note: All MVISION ePO Threat events will have the following mapping:

Event Name MVISION ePO Threat Event
Low Level Category | Alert

Audit Log

This feature is provided to the Admins to see actions performed on McAfee MVISION Connector for
QRadar App. This page will hold list of most recent 15 activities performed on the App for example saving
ePO config etc. as shown below:

= IBM QRadar

Dashboard ~ Offenses  LogAcivity  NetworkActivy  Assets  Reports  McAfos MVISION Connector

McAfee MVISION ePO Config MVISION ePO Events Config Audit Log

[ Displays the latest 15 activities performed on MVISION Connector App = o]

Recent Activities:

Activity Time

No events found on MVISION PO in this poll. 23/10/2020,12:18:05
No events found on MVISION PO in this poll. 23/10/2020, 12:08:05
Successfully fetched device details for systemip: 10.33.124.59. 23/10/2020, 11:58:19
Successfully started polling threat events on MVISION ePO. 23/10/2020, 11:58:05
Successfully stopped polling threat events on MVISION ePO. 23/10/2020, 11:58:04
Successfully updated MVISION ePO Threat Events poll interval. 23/10/2020, 11:58:02
Successfully updated MVISION ePO Config data. 23/10/2020, 11:57:45
Test connection to MVISION Gateway is successful, 23/10/2020, 11:57:38
No events found on MVISION ePO in this poll. 23/10/2020,11:51:41
No events found on MVISION ePO in this poll. 23/10/2020,11:41:41
No events found on MVISION ePO in this poll. 23/10/2020,11:31:41
No events found on MVISION ePO in this poll. 23/10/2020,11:21:41
No events found on MVISION ePQO in this poll. 23/10/2020,11:11:41
No events found on MVISION ePQO in this poll. 23/10/2020,11:01:41
No events found on MVISION ePQO in this poll. 23/10/2020,10:51:41

e To see the most recent logs, Admin must click on “Refresh” icon available on the top-right corner.
e To delete the logs, Admin can click on “Delete” icon. This action will delete all the audit logs
captured for the app.

Important things to know

Steps to follow if exception is displayed while clicking on Create/Update
EDR Investigation button

In case if Admin encounters an exception while executing EDR Create/Update action, try reloading the
page by doing a refresh, or re-login to QRadar console or try on a different browser like chrome.



= 1BM QRadar

Dashboard  Offenses  LogActivty  Natwork Activty \ssets Raports Pulse  UseCaseManager  McAfes MVISION Connector

All Offenses

9 id Description Offense Type  Offense Source Magnitude Source IPs Destination IPs Users og Sources Events Fle

L
|1 | FieAalyss Compited [=atidSpen b [%66 (0]

B centExcepton

The following client exception occurred while handiing the server
esponse

{0}
Referencermor. showMcAfeeEDRInvestigation is not defined

Close

Steps to follow if ‘'SSL: CERTIFICATE_VERIFY_FAILED’ message
appears in app log

There might be two reasons if you see SSL: CERTIFICATE_VERIFY_FAILED in the container app log:

Reason #1: Since McAfee MVISION connector app is accessing McAfee’s APl which is hosted in
AWS gateway, it is required that the QRadar server should have the latest AWS cert chain in the QRadar
cert bundle. Hence, make sure that the QRadar server has the required AWS cert chain the QRadar
server certificate bundle.

Reason #2: If the McAfee MVISION connector app is configured with the proxy server and if the
proxy server requires the certificate for any outbound request/communication, then you must have the
corresponding proxy server certificate in the QRadar server certificate bundle.



