Trellix ePO Saas Connector App for QRadar
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Overview

As part of our “Together is Power” strategy, we have built a new eco system wherein we have enabled
our key Trellix products (Trellix ePO Saas , MVISION EDR and Insights) features inside the IBM’s
QRadar (SIEM) server. We have created “Trellix ePO Saas Connector” for QRadar app to implement this
eco system and it will provide the following actions for IBM QRadar admin users:
= Can create/update an EDR investigation for an offense from IBM QRadar console. An EDR SOC
admin will continue the investigation for the given endpoint (IP, Hostname). Investigation contains
IP, Severity and offense description.
= Can apply Trellix ePO Saas policy, based on a tag assigned at IBM QRadar console to an IP.
= Can enrich endpoint system data from Trellix ePO Saas to IBM QRadar console.
= Can ingest Trellix ePO Saas threat events in IBM QRadar event logs for correlation.

= Can ingest MVISION Insights events in IBM QRadar event logs for correlation.

Terms and Definitions

Term \ Definition
Trellix ePO Saas Trellix e-Policy Orchestrator Saas
MVISION EDR MVISION Endpoint Detection & Response

Architecture

The high-level architecture of “Trellix ePO Saas Connector for QRadar” app is shown below:
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Pre-requisites

Before we start using “Trellix ePO Saas Connector” App, user must make sure that the following
applications are up and running and the same should be accessible by them from QRadar server
network.

e Trellix ePO Saas Server
MVISION EDR
e MVISION Insights

Before Getting Started (Mandatory)

Since we have transitioned from McAfee to Trellix, we have rebranded our app. The following steps will
be performed to make this app work as expected.

o “Trellix ePO Saas Connector” App will not support the upgrade.
Users must uninstall the older version of app (McAfee MVISION Connector).

e Following entries will not be removed as part of the Uninstall of McAfee MVISION Connector.
Please make sure that the following entities are removed properly

1. Admin | Log Sources | Launch | Log Sources (Manage Log Sources) | select MVISION
ePO Threat Events | click on menu | Delete




2. Admin | Log Source Extensions | MVISIONEPOThreatEventsCustom_ext | Delete
3. Admin | Custom Event Properties | MVISION ePO Events | select all | Delete
4. Admin | DSM Editor | MVISION ePO Threat Events | Delete

e Install the “Trellix ePO Saas Connector” App.

Apply Trellix ePO Saas Tag:

o Before applying Trellix ePO Saas tags action, user must make sure the tags to be applied on the
system(s) are created in Trellix ePO Saas server Tag Catalog.
For e.g. - Create a tag with name - Server

e Refer the screenshot below —

= Tre"|x Norksy MVISION Marketplace Client Task duct Deployment Tag Catalog

Tag Catalog

< Tag Group Tree My Tags

e ITMS Tag Group Only l[ arct ] Show unused tags 63 Tags

> My Tags Tags Edited By Edited On v | TagType

I Server I system 9/6/21 8:04:56 PM IST Mixed

system 9/6/21 8:04:56 PM IST Mixed

Fscalated system 9/6/21 8:05:01 PM IST Manual

Trellix ePO Saas Device Detalils:

o Before fetching Trellix ePO Saas Device Details, user must make sure the device for which the
details need to obtain should be managed in the Trellix ePO Saas. For e.g.- system IP -
10.254.46.95 is managed in ePO.

e Refer the screenshot below:
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Poll Threat Events from Trellix ePO Saas:

Before starting poll for threat events make sure to increase Max UDP Syslog Payload Length to
8192 so that events are not truncated. To do this login to QRadar console and navigate to Admin
panel > click on System Settings icon > click Advanced button on left bottom corner and then
change Max UDP Syslog Payload Length to 8192 and click Save. Make sure to initiate a Full

Configuration deployment so that changes are deployed for QRadar server as shown below:

System Settings

System Settings

Database Settings

Ariel Database Settings

Custom Rule Settings
Transaction Sentry Settings
SNMP Settings

Embedded SNMP Daemon Settings
Console Seftings

WINS Settings

Reporting Settings

Data Export Settings

QFlow Setfings

QRadar Network Insights Seftings

Geographic Settings

Switch to:
Basic

System Settings

Administrative Email Address

Alert Email From Address

Email Locale

Max Email Attachment Size (KB)

Delete Root Mail

Temporary Files Retention Period

Coalescing Events

Store Event Payload

Global Iptables Access (comma separated)

Syslog Event Timeout (minutes)

Partition Testers Timeout (seconds)

Max UDP Syslog Payload Length

Max TCP Syslog Payload Length

Max Number of TGP Syslog Connections

Max TCP Syslog Connections Per Host

Timeout for Idle TCP Syslog Connections (seconds)
Log and Network Activity Data Export Temporary Directory
Display Country/Region Flags

Display Embedded Maps in IP Address Tooltips
Enable X-Force Threat Intelligence Feed

Host Profile Reporting Interval

Host Profiler Reporting Interval Counter

Lag time to remove expired reference data (minutes)

Database Settings

User Data Files
Accumulator Retention - Minute-by-Minute
Accumulator Retention - Hourly

root@ocalnost
QRADAR@Ilocalnost.locaidomain
English

15,360

Yes

6 hours

Yes

Yes

720
30
8,192
4,096
2,500
10
900

/store/exports

Istore/users!
1 week (default)
33 days (default)

As part of the Trellix ePO Saas Connector app, custom log source, log source type, log source
extension and custom properties will be populated which help in parsing the threat events on
QRadar and display them accordingly.

Log Source types: Trellix ePO Saas Threat Events and MVISION Insights Events log source
types will be created on installing this app.

Log Sources: Trellix ePO Saas Threat Events and MVISION Insights Events log source with
log source identifier Trellix_ePO_Saas_event and MVISION_Insights are created by this app.
Extensions:

Log Source TrellixEPOSaasThreatEventsCustom_ext and

MVISIONInsightsEventsCustom_ext are created by app upon installation as shown below:



Edit a Log Source Extension

Edit a Log Source Extension

Log Source Types
Available Set to default for

3Com 8800 Series Switch ~ MVISION Insights Events PN
APC UPS

AnnLab Policy Center APC

Akamai KONA

Amazon AWS Application Load Balancer Access Lo
Amazon AWS CloudTrail &
Amazon AWS Elastic Kubernetes Service

Amazon AWS Network Firewall

Amazon AWS Route 53

Amazon AWS Security Hub ~

Upload Extension] Choese File | No file chosen

Extension Document
xtension xmins:ns2="event_parsing/device_extension">

iestination|p-Pattern-1" type="JsonKeypath'>/"ipAddress"</pattern>
estinationMAC-Pattern-1" type="JsonKeypath">/"macAddress"</pattern>
ventCategory-Pattem-1" type="JsonKeypath">"insights_gradarcategory"</pattermn>
ventName-Patter-1" type="JsonKeypath">"eventld"</pattem=>
ourcelp-Pattern-1" type="JsonKeypaih'>/"ipAddress"</patterns
ourceMAC-Pattern-1" type="JsonKeypath">/"macAddress"</pattems
serName-Pattem-1" type="JsonKeypath’>"userName"</pattern:
IIEvents" type="JavaPattern">( *?)</pattern>

<json-matcher enabl ="true" field="D: i order="1" patt
<json-matcher enabl ="true” e
<Json-matcher enable-substitutions="true" fie:
<json-matcher enable-substitutions="true" fie
<Json-matcher enable-substitutions="true" fie
<json-matcher enable-substitutions=" "

id="Destination|p-Pattern-1" />
D ionMAC" order="1" pattern-id="DestinationMAC-Pattern-1" /|
EventCategory” order="1" pattem-id="EventCategory-Pattemn-1" />
EventName" order="1" pattern-id="EventName-Pattern-1" />
Sourcelp” order="1" pattem-id="Seourcelp-Pattem-1" />

ue" field="SourceMAC" order="1" pattern-id="SourceMAC-Pattern-1" />
<json-matcher enable-substitutions="true" field="UserName" order="1" pattemn IserName-Pattern-1" />

<event-maich-multiple force-gidmap-lookup-on-fixup="true" pattern-id="AllEvents" send-identity="UseDSMResults" />
<Jmatch-group>

|s/ns2.device-extension=

Log Source Types
Available Set to default for
3Com 8800 Series Switch ~ Trellix ePO Saas Threat Events
APC UPS
AnnLab Policy Center APC
Akamai KONA

Amazon AWS Application Load Balancer Access Lo &
Amazon AWS CloudTrail ¢
Amazon AWS Elastic Kubernetes Service

Amazon AWS Network Firewall

Amazon AWS Route 53

Amazon AWS Security Hub e

Upload Extension]| Choose File | No file chosen

Extension Document

<ns2:device-extension xmins.ns2="event_parsing/device_extension">

<pattern id="Deslinationlp-Patlern-1" type="JsenKeypath">/targetipv4"</pattern>

<pattern id="DestinationMAC-Pattern-1" type="JsonKeypath"=/"targetmac"</pattemn=
id="DestinationPort-Pattern-1" type="JsonKeypath"=/"targetport"</pattern=

"EventCategory-Pattern-1" type="JsonKeypath"=/"threat_gradarcategory"</pattern=

<pattern id="EventName-Pattern-1" type="JsonKeypath"=/"threat_event_mapping_id"</pattern=

<pattern id="Protocol-Pattern-1" type="JsonKeypath"=/"targetprofocol"<ipattern=

<pattern id="Sourcelp-Pattern-1" type="JsonKeypath">("sourceipv4"</patiern=
id="SourceMAC-Pattern-1" type="JsonKeypath">/"sourcemac"</pattermn=

"IJserName-Pattern-1" type="JsonKeypath"=/"targetusermname"'</pattem=

<pattern id="AllEvents" type="JavaPattern"=( *?)</pattern=

<match-group device-type-id-override="4002" order="1">

<json-matcher enable-substitutions="true" field="Destinationlp" order="1"
<json-matcher enable-substitutions="true" field="DestinationMAC" order="1" pattern-id="DestinationMAC-Pattern-1" /=|
<json-matcher enable-substitutions="true" field="DestinationPort" order="1" pattermn estinationPort-Pattern-1" />
<json-matcher enable-substitutions="true" field="EventCategory" order="1" pattern-id="EventCategory-Pattern-1" />
<json-matcher enable-substitutions="true" field="EventName" order="1" pattern-id="EventName-Pattern-1" />
<json-matcher enable-substitutions="true" field="Protocol" order="1" pattern-id="Protocol-Pattern-1" />
<json-matcher enable-substitutions="true" field="Sourcelp" order="1" pattern-id="Sourcelp-Pattern-1" />
<json-matcher enable-substitutions="true" field="SourceMAC" order="1" pattern-id="SourceMAC-Pattern-1" />
<json-matcher enable-substitutions="true" field="UserName" order="1" pattemn-id="UserName-Pattern-1" />

<event-match-multiple force-gidmap-lockup-on-fixup="true" pattern-id="AllEvents" send-identity="UseDSMResulis" />
</match-group=

</ns2 device-extension=

pattern-ig="Destinationlp-Pattemn-1" />

Custom Properties: Few custom properties specific to Trellix ePO Saas and MVISION INSIGHTS
will be created on app installation as shown below:



|Aadd ¥ Edit

Property Name

AgentGUID
AnalyzerDetect.
AnalyzerHostN.
AnalyzerlD
AnalyzerlPv4
AnalyzerMAC
AnalyzerName:
AnalyzerVersion
DetectedUTC
ReceivedUTC

SourceHosiName

SourceProcess.
SourceURL

SourceUserName

TargetFileName
TargetHostName
TargetProcess.
ThreatActionTa
ThreatCategory
ThreatEventiD
ThreatHandled
ThreatName
ThreatSeverity
ThreatType

Jadd [ Edit

Property Name

AgentGUID
AnalyzerlD
AnalyzerName
Campaign Id
DetectedUTC
Hostname
MD5 Hash
OS Name
SHA256 Hash
ThreatEventlD
ThreatSeverity
User Domain

e Make sure UDP port 514 is enabled as QRadar Syslog server uses this port to listen to incoming

I[) Copy [l EnableiDisable ) Delete

Propel
Type Desl:lelpﬂon
JSON Keypath
JSON Keypath
JSON Keypath
JSON Keypath
JSON Keypath
JSON Keypath
JSON Keypath
JSON Keypath
JSON Keypath
JSON Keypath
JSON Keypath
JSON Keypath
JSON Keypath
JSON Keypath
JSON Keypath
JSON Keypath
JSON Keypath
JSON Keypath
JSON Keypath
JSON Keypath
JSON Keypath
JSON Keypath
JSON Keypath
JSON Keypath

Field o fetch 8

Custom propert

I copy [l Enablerpisable € Delete

Prope:
Type Desngiprigm
JSON Keypath
JSON Keypath
JSON Keypath
JSON Keypath
JSON Keypath
JSON Keypath
JSON Keypath
JSON Keypath
JSON Keypath
JSON Keypath
JSON Keypath
JSON Keypath

Default custom

Custom propert.

messages.

e Make sure to deploy changes from QRadar Admin panel before starting poll so that Log source

Field to fech S...

Custom field fo ...

Custom field to ..

Default custom ..
Default custom ..
Default custom ..

Customfieldto ..
Default custom ..

trellix

Log Source Type

Trellix ePO Saas Threat Events
Trellix ePO Saas Threat Events
Trellix ePO Saas Threat Events
Trellix ePO Saas Threat Events
Trelix €PO Saas Threat Events
Trelix €PO Saas Threat Events
Trelix ePO Saas Threat Events
Trelix ePO Saas Threat Events
Trelix ePO Saas Threat Events
Trellix ePO Saas Threat Events
Trellix ePO Saas Threat Events
Trellix ePO Saas Threat Events
Trellix ePO Saas Threat Events
Trellix ePO Saas Threat Events
Trellix ePO Saas Threat Events
Trelix ePO Saas Threat Events
Trelix €PO Saas Threat Events
Trelix ePO Saas Threat Events
Trelix ePO Saas Threat Events
Trelix ePO Saas Threat Events
Trellix ePO Saas Threat Events
Trellix ePO Saas Threat Events
Trellix ePO Saas Threat Events
Trellix ePO Saas Threat Events

muision

Log Source Type

MVISION Insights Events
MVISION Insights Events
MVISION Insights Events
MVISION Insights Events
MVISION Insights Events
MVISION Insights Events
MVISION Insights Events
MVISION Insights Events
MVISION Insights Events
Trellix ePO Saas Threat Events
Trellix €PO Saas Threat Events
MVISION Insights Events

changes are deployed properly.

Log Source

N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A

Log Source

Software version and platform details

Event Name

Event Name

Category Expression
NA F"agentguid”
NA "analyzerdetec.
NA "analyzerhostn
NA Fanalyzer"
NA I"analyzeripv4"
NA [analyzermac”
N/A /'analyzername”
N/A f"analyzerversion"|
NA "detectedutc”
NA I"receivedutc”
NA "sourcehostna.
NA /'sourceproces.
NIA "sourceurl”
NA 'SOUICeuSema.
NA /'targetfilename”
NA /"targethostname”
NA /targetprocess.
NA /"threatactionta.
N/A Fthreatcategory”
NA /"hreateventid”
NA "hreathandled"
NA "threatname”
NA Mhreatseverity"
NA hreattype”
Category Expression
NA ["agentGuid”
NA /analyzerld"
NA [analyzerName"
N/A "campaign-id*
NA timestamp”
NA I"computerName”
N/A /"mds"
NA "osType"
NA /"sha256"
NA Mhreateventid"
NA Ihreatseverty”
NA "domainName"

Username

admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin

Username

admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin

Enabled

True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True

Enabled

True
True
True
True
True
True
True
True
True
True
True
True

Below is the list of components that we have used to test Trellix Connector for QRadar app.

Creation Date

Oct 3, 2020, 3:
Oct 3, 2020. 3:
Oct3
Oct3
Oct3
Oct3
Oct3
oct3
Ooct3
Oct3
Oct3
Oct3
Apr 30, 2021, 3.
Apr 30,2021, 3
Oct 3, 2020, 3.
Oct 3, 2020, 3
Oct 3, 2020, 3.
Oct 3, 2020, 3:
Oct 3, 2020, 3
May 17, 2021

Oct 3, 2020, 3:
Oct 3, 2020, 3:
May 18, 2021

Oct 3, 2020, 3.

Creation Date

Jul 14, 2021, 1
Jul 14, 2021, 1
Jul 14, 2021, 1
Jul 14, 2021, 1
Jul 14, 2021, 1.
Jul 14, 20211
Jut 14,2021, 1
Jul 14, 2021, 1
Jul 14, 2021, 1
May 17,2021, .
May 18,2021, .
Jul 14, 2021, 1.

Service name

Component version and platform details

Trellix ePO Saas server

As per the details mentioned in on-boarding welcome mail

MVISION EDR

As per the details mentioned in on-boarding welcome mail

MVISION Insights

As per the details mentioned in on-boarding welcome mail

IBM QRadar Server

IBM QRadar v7.5.0 Build 20211220195207 and above

Step by Step Instruction to use Trellix ePO Saas for QRadar App

As part of this app documentation we assume that all Trellix ePO Saas related operation and
configuration will be performed only by Trellix ePO Saas sever tenant users and all QRadar related
operation and configuration will be done by QRadar server admin user.

Q

Modification
Date

May 9, 2022,
May 9. 2022,
May 9. 2022,
May 9, 2022,
May 9, 2022,
May 9, 2022,
May 9, 2022,
May 9, 2022,
May 9, 2022,
May 9, 2022,
May 9, 2022,
May 9. 2022,
May 9, 2022,
May 9. 2022,
May 9, 2022,
May 9, 2022,
May 9, 2022,
May 9, 2022,
May 9, 2022,
May 9, 2022,
May 9, 2022,
May 9, 2022,
May 9. 2022,
May 9, 2022,

e

Modification
Date

May 9. 2022,
May 9. 2022,
2022,
. 2022,
. 2022,
2022,
2022,
. 2022,
. 2022,
May 9. 2022,
May 9, 2022,
May 9, 2022,




Acquiring client credentials from Trellix Marketplace

1.

2.

As part of the workflow customer/tenant should login into Trellix Marketplace using their Trellix
credential.
Customer/tenant then should register and get IBM QRadar app (Trellix Saas App for IBM
QRadar) from Trellix Market place. After opening the IBM QRadar app in marketplace, click on
“configure” button to configure actual QRadar server URL and click “Launch” button.
The “Launch” action will open the given QRadar Server URL in a separate browser window.
Now enter the QRadar server credentials to login into QRadar console.
Now you must install “Trellix ePO Saas Connector app” into QRadar server. In order to achieve
this, you have two options
Option #1: Go to Menu | Admin | Extension Management page in QRadar server and click "IBM
Security App Exchange" button to download “Trellix ePO Saas Connector app”.
Option #2: Go to IBM X-Force Exchange website
(https://exchange.xforce.ibmcloud.com/hub?g=Trellix) to download the latest “Trellix ePO Saas
Connector app”.
Install the downloaded “Trellix ePO Saas Connector” app into QRadar Server.
Open the "Trellix ePO Saas Connector"” app landing page to configure Trellix ePO Saas
credentials.
Note: Go back to IBM QRadar app in Trellix Market place to copy Client ID, Client Secret, and
API Key, and provide the same in corresponding input fields.
If the configuration saved successfully, following task can be performed by QRadar admin user.
a. Create Investigation in MVISION EDR for the QRadar offences based on the app
schedulerf/filter configuration.
b. Right click option in QRadar console to apply a tag for an IP in Trellix ePO Saas.
c. Right click option in QRadar console to show additional device details from Trellix ePO Saas.

Configure/Provision Trellix ePO Saas Connector for QRadar App

Before the QRadar admin takes advantage of actions that are provided by Trellix ePO Saas Connector
for QRadar App, the QRadar admin user should configure/provision Trellix ePO Saas server inside the
Trellix ePO Saas Connector for QRadar app.

Refer the screenshot below-


https://exchange.xforce.ibmcloud.com/hub?q=Trellix

IBM QRadar

Dashboard Offenses

Admin

» System Configuration
» Data Sources

Remote Networks and
Services Configuration

Try it out

> Apps

Also, the same app will be shown as part of QRadar ribbon tab. Refer the screenshot below-

Log Activity

Network Activity Assets|

£)Deploy Changes  Advanced v

| ) There are no changes to deploy.
-

Device Import

Pulse - Dashboard

Qa

Pulse - Dashboard

Pulse - Threat Globe

\

Threat Globe
Configuration

QRadar Use Case Manager

="

Configuration

Trellix ePO Saas Connector

V4

Trellix ePO Saas
Connector

Trellix Trellix ePO Saas Config

Trellix ePO Saas Events Config Audit Log

7/ Trellix ePO Saas Server Configuration

APl Gateway URL:

Client ID:

Client Secret:

APIKey:

Proxy

Cancel



= 1IBM QRadar

Dashboard Offonses Log Activity

Trellix Trellix ePO Saas Config

Trellix ePO Saas Events Config

Network Activity Assets Reports Risks

Audit Log

I ~ Trellix ePO Saas Server Configuration

API Gateway URL:

Client ID:

Client Secret

API Key:

Provide the values under Trellix ePO Saas Server Configuration page like the sample data given below:

Field Name

Sample Value

Description

API Gateway URL

https://api.dev.mvision.mcafee.com

Provide URL of Trellix APl Gateway
(IP address or number inputs are not
allowed)

Client ID

<client id from Trellix Market place>

Provide valid Client ID which is
generated by the Tenant ID provided
in the activation mail.

Client Secret

<client secret from Trellix Market place
>

Provide valid Client Secret which is
generated by the Tenant ID provided
in the activation mail.

API Key <api key from Trellix Market place> Provide valid API Key which is
provided as part of the activation mail
for a Tenant ID.

Proxy Checkbox This checkbox should be checked if
proxy is required to be configured.

Proxy Server URL | Proxy URL Provide valid Proxy server URL. For

eg. Sample.proxy.com

Proxy Port

Port Number

Provide valid proxy port number
associated with the proxy URL. For
e.g 9090

Once all the fields are populated, click on Test button to validate the given credentials.




IBM QRadar

Dashboard Offenses Log Activity Network Activity Assets Reports Risks Vulnerabilities Admin Pulse Use Case Manager Trellix ePO Saas Connector

Trellix Trellix ePO Saas Config TrellixePO Saas Events Config Audit Log

/ Trellix ePO Saas Server Configuration

API Gateway URL:

(-]

Client ID:

Client Secret:

| e

API Key:

Proxy

Proxy Server URL: Proxy Port:

rellix ePO Saas @)

Connected to APl Gateway. To save the current configuration, click Save

If the test is successful, click on Save button to save this configuration.
Refer the screenshot below-
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Dashboard Offenses Log Activity Network Activity Assets Reports Risks Vulnerabilities Admin Pulse Use Case Manager Trellix ePO Saas Connector

Trellix Trellix ePO Saas Config Trellix ePO Saas Events Config Audit Log

7/ Trellix ePO Saas Server Configuration

Edit Cancel

API Gateway configuration is saved

TrellixePO Saas @

If the Test fails, a failure message will be displayed. Check if valid inputs are provided and retry. Refer the

screenshot below-



IBM QRadar

Dashboard Offenses Log Activity Network Activity Assets Reports Vulnerabilities Admin Use Case Manager Trellix ePO Saas Connector

Trellix TrellixePO Saas Config Trellix ePO Saas Events Config Audit Log

/ Trellix ePO Saas Server Configuration
API Gateway URL:

| o
ClientID:

| °
Client Secret:

©0000000000000000000000000000000 e

API Key:
I ©
Proxy

Proxy Server URL: Proxy Port:

e e
] —

rellixePO Saas@

eCK IT INnpUts proviaed are valid

Cancel

annot connect to AP ateway.

It is mandatory that Test should pass to Save and proceed and perform other actions.
Once the Save is completed, user can Edit the Trellix ePO Saas server details by clicking Edit button. Refer
the screenshot below-
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Dashboard Offenses Log Activity Network Activity Assets Reports Vulnerabilities Admin Pulse Use Case Manager Trellix ePO Saas Connector

Trellix Trellix ePO Saas Config Trellix ePO Saas Events Config Audit Log

7 Trellix ePO Saas Server Configuration

rellix ePO Saas@

Cancel

API Gateway configuration is saved

After editing server details QRadar admin can change the details and Test, then Save the Trellix ePO Saas
details. If the QRadar admin does not want to provision again then the admin must click “Cancel” button to

retain old settings. Refer the screenshot below-
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Dashboard Offenses Log Activity Network Activity Assels Reports Risks Vuinerabilities Admin Use Case Manager Trellix ePO Saas Connector

Trellix Trellix ePO Saas Config Trellix ePO Saas Events Config Audit Log

# Trellix ePO Saas Server Configuration

API Gateway URL:

| e
Client ID:

| °
Client Secret:

®eccsccccccsccssscccsscscccsscce o

API Key:

Proxy

Proxy Server URL: Proxy Port:

=

Apply Trellix ePO Saas Apply Tags

The “Trellix ePO Saas Apply Tag” action in QRadar console will allow the QRadar user to select
an IP from “Log Activity” page (only if the selected IP is managed by ePO server) and apply any
tag which exists in the configured ePO on a system/IP. This action from QRadar server can initiate
ePO’s automatic tag-based policy/task as a remediation action.

Before performing “Trellix ePO Saas Apply Tag” action from QRadar console, login to Trellix ePO
Saas server and go to Menu | Systems | System Tree page and search for the “IP” (in our example

it is “10.254.46.95”) and check the list of tags applied for this IP. Refer the screenshot below-

= Tl'e“I)\ tection V CE System Tree

System Tree

System Tree Systems  Policies | Client Tasks | Sorting
My Organization Preset: Custom Quick find:
This Group and All Subgroups None v QLN Clear
System Name v | Managed State g 1P address Jser Nam st Commt
CLDBGQAED026( 1. jed 1.46. louda "

Lost and Found



Note: At this stage the IP (10.254.46.95) does not have any tag applied.

Go to “Log Activity” page in QRadar console and right click on Source IP column and select More Options

| Trellix ePO Saas Apply Tag. This action will open a new page to perform “Trellix ePO Saas Apply Tag”
action.

Refer the screenshot below-
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Dashboard ~ Oflenses  LogAcivily  NetworkActvdy  Assels  Repols  Risks  Vuinerabiiies  Admin  Puise  UseCaseManager  Trelix ePO Saas Connector System Time: 509 PM

Seach v GuokSearches v Y Add Fiter | Save Crtens [ Save Resuts g, Cancel . Falso Postve Rules v Actons ¥

Update Detais

Mg Charts

Event Name Event Low Level Category Sowcs Destnal  username  Magnitude
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—
—
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—
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If the selected Source IP address is managed by ePO server, the new page will allow the user to select a
tag from the list and click “Apply”. If the tag is applied successfully in ePO server, you will get “<tagname>

is applied to the selected device.” Message as shown in the screenshot below-



J Trellix ePO Saas Tags

Show 10 s entries

Select

Search:

Tags available in Trellix ePO Saas :

gmfgn

fireeye

dec21

manil23

abc123

Jan4

testl

mcafee

testTac]

Showing 51 to 60 of 74 entries

Apply tag

fireeye is applied to the selected device

Note: If the selected tag is already applied for the system IP in the ePO, you will receive “This device is

Previous 1 4 3 [} 7 8 Next

already tagged with <tagname>.” as a response message.

Refer the screenshot below-



J Trellix ePO Saas Tags

Show| 10w |entries Search:
Select Tags available in Trellix ePO Saas:
gmfgn
® fireeye
O dec21
O manil23
O abcl123
O Jan4
O testl
O mcafee
tactTac
Showing 51 to 60 of 74 entries Previous 1 4 5 & 7 8 Mext
Apply tag

This device is already tagged with fireeye

Once the “Trellix ePO Saas Apply Tag” action in QRadar server is successful you can see the same in
the Trelix ePO’s Saas system tree page next to the selected system.

Refer the screenshot below-

= Tre"lx rote r rkspa System Tree

System Tree

System Tree Systems | Policies  Client Tasks | Sorting | Deploy
My Organization Preset Custom Quick find
This Group and All Subaroups None I Clear

mani

My Sy

User Name Last Comm

1P address
doudadmin 5/16/22 9:5

System Name v | Managed State

Lost and Found

Note: In case the selected IP is not managed by the Trellix ePO Saas configured in the QRadar-
Right click on Source IP column and select More Options | Trellix ePO Saas Tags will display a message
indicating “This system is not managed by currently configured Trellix ePO Saas’.

Refer the screenshot below-



J Trellix ePO Tags

This system is not managed by currently configured Trellix ePO Saas

When the Trelix ePO Saas Connector has not been configured at all, -

Following failure message will be displayed-

J TrellixePO Tags

Configure Trellix ePO Saas Connector to proceed.

Apply Trellix ePO Saas Remove Tags

The “Trellix ePO Saas Remove Tag” action in QRadar console will allow the QRadar user to select
an IP from “Log Activity” page (only if the selected IP is managed by ePO server) and apply any
tag which exists in the configured ePO on a system/IP. This action from QRadar server can initiate
ePQ’s automatic tag-based policy/task as a remediation action.

Before performing “Trellix ePO Saas Remove Tag” action from QRadar console, login to Trellix
ePO Saas server and go to Menu | Systems | System Tree page and search for the “IP” (in our

example it is “10.254.46.95”") and check the list of tags applied for this IP. Refer the screenshot

below-

= Tre"l)\ otection W ce System Tree

System Tree

System Tree Systems

y Organization Custorr Quick find

silamk:

Lost and Found

Note: At this stage the IP (10.254.46.95) does not have any tag applied.



Go to “Log Activity” page in QRadar console and right click on Source IP column and select More Options
| Trellix ePO Saas Remove Tag. This action will open a new page to perform “Trellix ePO Saas Remove

Tag” action.

Refer the screenshot below-

Trelio 6PO Sazs Connector

5/3/22, 3:17 PM - 5110122, 317 PM v

Update Detais)
ve Crars

Event Name Log Source Time v Low Level Category
Trefix ePO Saas Threat Events { 6| May 9, 2022, 40519 PM | Vinus Detected

If the selected Source IP address is managed by ePO server, the new page will allow the user to select a

tag from the list and click “Remove tag”. If the tag is removed successfully in ePO server, you will get



“<tagname> is removed from the selected device.” Message as shown in the screenshot below-
J Trellix ePO Saas Tags
Show| 10~ |entries Search:

Select Tags applied in Trellix ePO Saas :

0 Server

0 879de20e-5b30-4369-369%F-ee3547f30e%bManikandan
O 872de20e-5b30-436%9-869%-ee3547f30e?bMd4aandan
O 879de20e-5b30-436%9-83547f30e?bMd4aandan

0 879de20e-5b30-436%9-86%%-ee354bMd4aandan

0 mani1234

0O sssmanil234

O sssmaniSiL1234

— scemaniSl

Showing 1 to 10 of 11 entries Previous 1 2 MNext

Remove tag

fireeye is removed from the selected device

Note: If the selected tag is already removed for the system IP in the ePO, you will receive “This device is
already removed with <taghame>” as a response message.

Refer the screenshot below-



J Trellix ePO Saas Tags

Show| 10w entries Search:
Select Tags applied in Trellix ePO Saas :
0 Server
0O nidhi33
0O nidhi303
fireeye
Showing 1 to 4 of 4 entries Previous 1 Next
Remove tag

This device is already removed with fireeye

Once the “Trellix ePO Saas Remove Tag” action in QRadar server is successful you can see the same in
the Trelix ePO’s Saas system tree page next to the selected system.

Refer the screenshot below-

— Tre"l)\ rotection Workspace System Tree

System Tree

System Tree Systems | Policies  Client Task Sorting | Deploy
My Organization Preset Custom Quick find
mani This Group and All Subgroups ~ None N Clear
My System Tree Group System Name a7 | Marnged Stat Tags 1P address User Name Last Comm

Lost and Found

Note: In case the selected IP is not managed by the Trellix ePO Saas configured in the QRadar-
Right click on Source IP column and select More Options | Trellix ePO Saas Tags will display a message
indicating “This system is not managed by currently configured Trelix ePO Saas”.

Refer the screenshot below-



J Trellix ePO Tags

This system is not managed by currently configured Trellix ePO Saas

When the Trelix ePO Saas Connector has not been configured at all, -

Following failure message will be displayed-

J TrellixePO Tags

Configure Trellix ePO Saas Connector to proceed.

Trellix ePO Saas Device Details

The “Trellix ePO Saas Device Details” action in QRadar console will allow the QRadar user to select an
IP from “Log Activity” page (only if the selected IP is managed by ePO server).
Refer the screenshot below-
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This action will open a new popup page to show system details from Trellix ePO Saas server.

Considering the system 10.254.46.95. Refer the screenshot below-



J Trellix ePO Saas Device Details

Device IP:

MAC address : 005056AFB7B8

Operating system platform : Server

Agent GUID : 06C59F50-9034-46AA-82D9-B5E56BB21D44

Domain name : WORKGROUP

Host name : CLDBGQAEO0260

Operating system type : Windows Server 2016 Standard

Operating system version : 10.0

Tags : 879de20e-5b30-4369-83547f30e9bMd4aandan, 879de20e-5b30-4369-8699-ee3547f30e9bManikandan, 879de20e-5b30-4369-8699-
ee3547f30e9bMd4aandan, 879de20e-5b30-4369-8699-ee354bMd4aandan, fireeye, mani1234, Server, sssmani1234, sssmaniSl, sssmaniSIdff,
sssmaniSldffews, sssmaniSIL1234

UserName : cloudadmin

Installed Products : Endpoint Security Threat Prevention:10.7.0.3299.Endpoint Security Platform:10.7.0.3255,McAfee DXL
Client:6.0.3.646,Endpoint Security Firewall:10.7.0.2157.Agent:5.7.6.251,Endpoint Security Web Control:10.7.0.258 1,MVISION
EDR:3.5.2.1104.DLP Endpoint:11.6.500.172,McAfee Client Proxy:4.3.1.1,Endpoint Security Adaptive Threat Protection:10.7.0.3437

In case the selected IP is not managed by the Trellix ePO Saas configured in the QRadar-
Right click on Source IP column and select More Options | Trelix ePO Saas Device Details will display
a message indicating “This system is not managed by currently configured Trellix ePO Saas”.

Refer the screenshot below-

J Trellix ePO Device Details

This device is not managed by currently configured Trellix ePO Saas

When the Trellix ePO Saas config is not present and admin tried to take an action then following failure
message will be displayed:

J Trellix ePO Device Details

Configure Trellix ePO Saas Connector to proceed.

Create/Update EDR Investigation for an offense in QRadar

QRadar Admins can create an Investigation for any offense to have additional insight about the
offense in MVISION EDR. Admins will have the option to either create a new Investigation or update an
existing Investigation for an offense in MVISION EDR.

Note: Only Offense types with IP and Hostname are supported to create EDR Investigation. And EDR
supports creation/update of 20 investigations in a single day.

e Goto Offense page in QRadar console



Before taking any action, select any offense for which EDR Investigation to be created as shown
below:

IBM QRadar

Dashboard  Offenses

Log Actiity

Network Aciiy Use Case Manager  Trelix ePD Saas Canneclor
Offenses s . ¥ fdSaveCoteria Acbons ¥ Punt e Tune  J Creaie/Update investigation in MVISION EDR LastRetrest 000020 Il & @
o All Offenses  View Offenses with] Sesect An Option: ”
Al Offenzes Current Search Parameters:
Exclude Hidden Offenses  (Clear Fiter), Exclude Closed Offenses  (Clear Filter
T W Description Offense Type  Offense Source  Magnitude Source IP3 Destination IP3 Users Log Sources  Events Flows Start Date
1 MVISION Insignts Eve £ by Infectea Source 1P 102544695 - 10.254.45.35 10254 46.95 AURIple 2 Mutipie 2)
By Hetwork
Rutles

145 May 6.

2022, 11:14:28 A0

e Click on Create/Update Investigation in MVISION EDR button available on offense toolbar as
shown below:

Network Activity

Vuinerabiltes

€ 4 Q2
Admn  Puse  UseCaseManager  Trelix ePO Saas Comnector Systom Time: 7:11 PV
Offenses Seach. v fsave Crteria Actions v 2 prnt S Tunfl 7 CreateiUpdate investigation in MVISION EDR LastRefresh 000020 N o2 @
All Offenses  View Offenses with Select An Option v

All Offenses Current Search Parameters:

—— Exclude Hidden Offenses ~(Clear Filter), Exclude Closed Offenses  (Clear Filter)

By Category

By Source IP 9 '] Description

1 MVISION Insights Event preceded
By Destination IP

Offense Type  Offense Source  Magnitude Source IPs Destination IPs
by Infected file deleted preced... = Source IP 0.254.46.95 -

10.254.46.95

Log Sources

10.254.46.95 Mutty Multiple (2)

Events Flows
146

If the existing Investigation doesn’t exist, then Admin will see a window where details of newly
created EDR Investigation will be shown as depicted below:



J/ MVISION EDR Investigation Status
Investigation id: c17f65e0-cf83-11ec-a203-000000000000 is created for offense id: 1.

Investigation Details :
Id : c17f65e0-cf83-11ec-a903-000000000000

Name : MVISION Insights Event preceded by Infected file deleted preceded by file deleted successfully preceded by file infected. No
CaseHint _

CaseType: others

CasePriority : High

e If the investigation already exists in MVISION EDR then Admin will be presented with a window

with Investigation id detail as shown below:

J MVISION EDR Investigation Status

Investigation id: c17f65e0-cf83-11ec-a203-000000000000 has already been created for this offense id: 1. If you want to update this investigation, click
Update.

Update

e Admin can decide whether they want to update the EDR Investigation details. In case if they choose

to update, they will be presented with updated EDR Investigation details as shown below:

J MVISION EDR Investigation Status

Investigation id: c17f65e0-cf83-11ec-a903-000000000000 has already been created for this offense id: 1. If you want to update this investigation, click
Update.

Investigation id: c17f65e0-cf83-11ec-a203-000000000000 for this offense id: 1is updated.
Investigation Details:
1d: c17f65e0-cf83-11ec-a903-000000000000

Name: MVISION Insights Event preceded by Infected file deleted preceded by file deleted successfully preceded by file infected. No
CaseHin_

CaseType: others
CasePriority: High

e Incase where EDR investigation creation fails, below mentioned failure message will be displayed:



J MVISION EDR Investigation Status

Failed to create EDR Investigation for offense id: 2

Poll Threat and Insights Events from Trellix ePO Saas to QRadar

This feature enables QRadar Admins to fetch threat and insights events from Trellix ePO Saas and show
on Log Activity page. Admins must configure scheduling criteria for polling the events by providing how

frequently polling must be done.

Poll Configuration

To configure this, navigate to Trellix ePO Saas Connector App > click on Trellix ePO Saas Events

Config tab as shown below:

= IBM QRadar

Dashboard Offenses Log Activity Network Activity Assets Reports Risks Vulnerabilities Admin Pulse Use Case Manager Trellix ePO Saas Connector

Trellix Trellix PO Saas Config Trellix ePO Saas Events Config Audit Log

/ Scheduling Criteria for polling MVISION Insights and ePO Saas
Threat Events

MVISION Insights Events

Schedule polling interval (minutes):

10

Save Cancel

Admin can specify polling interval in minutes. Range of the interval is : 5 minutes to 2880 minutes



IBM QRadar

Dashboard Offenses Log Activity Network Activity Assels Reports Risks Vulnerabilities Admin Pulse Use Case Manager Trellix ePO Saas Connector

Trellix Trellix PO Saas Config Trellix ePO Saas Events Config Audit Log

/ Scheduling Criteria for polling MVISION Insights and ePO Saas
Threat Events

MVISION Insights Events

Schedule polling interval (minutes):

Edit Start Polling

Saved polling criteria for Trellix ePO Saas and MVISION Insights threat events.

Once the interval is saved, Admins will be able to start the poll for threat events. Once the poll is started,
background process will fetch the events generated between the poll start time and interval specified. For
example: if poll started at 2:00 PM and interval specified is 10 minutes then it will pull all events received
on Trellix ePO Saas between 2:00 PM and 2:10 PM in the first go. In next poll, background process will pull
all events received on ePO from 2:10 PM to 2:20 PM and so on.

Note: UTC time is considered for performing polling operation. Make sure QRadar server and Trellix ePO
Saas are time-synced.

To start polling, click on Start Polling button once polling interval is saved as shown below:

IBM QRadar

Dashboard Offenses Log Activity Network Activity Assets Reporis Risks Vulnerabilities Admin Pulse Use Case Manager Trellix ePO Saas Connector

Trellix TrellixePO Saas Config Trellix ePO Saas Events Config Audit Log

/ Scheduling Criteria for polling MVISION Insights and ePO Saas
Threat Events

MWISION Insights Events

Schedule polling interval (minutes):

Edit Stop Polling
Started polling Trellix ePO Saas and MVISION Insights for threat events.

To stop polling, click on Stop Polling button as shown below:



IBM QRadar

—
Dashboard Ofienses Log Activity Network Activity Assels Reporis Risks Vulnerabilities Admin Pulse Use Case Manager Trellix ePO Saas Connector

Trellix Trellix ePO Saas Config TrellixePO Saas Events Config Audit Log

/ Scheduling Criteria for polling MVISION Insights and ePO Saas
Threat Events

MVISION Insights Events

Schedule polling interval (minutes):

Edit Start Polling
Stopped polling Trellix ePO Saas and MVISION Insights for threat events.

Note: Threat events will be fetched only for the time duration when polling is active. Any events generated

before start of event poll or after the poll has been stopped will not be fetched on QRadar.

On successful poll of threat events, Admins can see events on Log Activity page as shown below:
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Event is parsed using the custom properties and DSM parser which is defined for Trellix ePO Saas Threat

events as shown below:
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Dashboard  Offenses  LogAciivity  Matwork Activity Reports

Retan o Eveet it [§]0%ense @ Mao Evert . Faise Postve [ Exiract Froperty

Event Information

© Preveus ) ext

Risks  Vuinerabiies  Admin  Pulss  Use Case Manager Trall 8PO S

pint (§) Obhuscaton ¥

€ 4 2

System Time: 7:30 PM

Event Name cted. No cleant

Low Level Category

Event Description fle infected. No

Magnitude
Username
start Time
AgentGUID (custom)

AnalyzerDetectionMethod
{custom) -

AnalyzerHostName
(custom)

AnalyzenD (custom)
AnalyzerlPV4 (custom)

AnalyzerMAC (custom)

ieted successfully

ecd successfully

7) | Relevance 5 | Severity Gredibility

| Log Scurce Time

storage Time

Analyzerbame (custom)

Analyzerversion (custom) 10
DetactedUTC (custom)

ReceivedUTC (custom)
SourceHostName
(custom)
SourceProcessName
(custom)

nuil
CWindows!Syslem32inolepad. exe

SourceURL (custom) i
SourceUserName _m
{custom) v

Threat Event in JSON format fetched from Trellix ePO Saas

IBM QRadar

Dashboard NetworkActviy  Asssts  Reports

Ratm 1o Event List (3] Onense @ Map Event 4, Faise Posaie

Source and Destination Information

saurce IP
Source Asset Name NiA
Source Port

Pre NAT Source IP

Pre NAT Source Port

Post NAT Source IP

Post NAT Source Port 0

Souree IPv6

Source MAC

Payload Information

O Prevous (e

Vianerabasies Use Case Mansger  Treli sPO Saas Connactor

Sopont §) Ovaiscation v

Destination IP
Destination Asset Name NiA
Destination Port
Pre NAT Destination I
Pre NAT Destination Port
Post NAT Destination IP

[Post NAT Destination Port

Destination IPvE

Destination MAC

5034-462a-829-b5e

entid”: 1278,

Note: All Trellix ePO Saas Threat events will have the following mapping:

Event Name

Trellix ePO Saas Threat Event

Low Level Category

We have mapped with 302 known event categories, if any event
doesn’t fall under these 302 category will be classified as Alert

On successful poll of MVISION Insights events, Admins can see events on Log Activity page as shown

below:
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Dashboard  Oflonses  Log Ackvity Actwity Risks Vulnerabiiios  Admn Pulse
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Quick Filter Search -
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Event is parsed using the custom properties and DSM parser which is defined for MVISION Insights events
as shown below:

1BM QRadar

Dashboard  Oflenses  LogAchvity  Nebwork Actiily ssels  Reports sks  Vulnerabliies  Admin Pube

Retun to ExentList [3) Oiemse & Map Evers 4, Foise Posive | ) Extact Property () Previews @ Next 2, Prea ) Obtuscaton v

Event Information

Event Name ION Insights Event

Low Level Category

Event Description mapping for MVISION Insign:

Magnitude (5) | Relevance 6 Severity 5 Cradibility 5
Username cloudadmin
Start Time.

Storage Time

Log Source Time

AgemGUID (custom)
AnalyzeriD (custom)
Analyzertiame (custom)
Campaign Id {custom)
DetectedUTC (custom)
Hostname (custom)

MD5 Hash (custom)

OS Name (custom)
SHA258 Hash (custom) |

User Domain (custom)

Domain

Source IP

Destination IP 10254 46.95
Source Asset Name A Destination Asset Name A
Source Port 0 0 e

Insights Event in JSON format fetched from MVISION INSIGHTS
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Dashboars NetworkActity  Asssts  Repods

G Map Event , Fane Posie

Rehuen fo Event List[3) Offense

Source and Destination Information

Source IP
Source Asset Name
Source Port

Pre NAT Source [P

& Extract Property () Previous () e

Ruks  Vunersbiiles  Admn  Pulse  UseCaseMansger  Trellx PO Saas Conned

Destination IF 10.254.46.95
Destination Asset Name
Destination Port

Pre NAT Destination IP

Pre NAT Source Port
Post NAT Source IP
Post NAT Saurce Port
Source IPvé

Source MAC

Payload Information

Pre NAT Destination Port
Post NAT Destination IP
Post NAT Destination Port

Destination IPv6

Destination MAC

4181-bed yzer
d=: "IN vent”, "insights_g :
Standard", "sha256": "adeScFbeedb7fBbesazefat “usertlane™: "cloudadmin”

Note: All MVISION Insights events will have the following mapping:

Event Name

MVISION Insights Events

Low Level Category

Alert

MVISION Insights

MVISION Insights provides actionable and preemptive threat intelligence by leveraging Trellix cutting-
edge threat research, augmented with sophisticated Artificial intelligence (Al) applied to real-time threat

telemetry.

The integration of MVISION Insights significantly enhances the capabilities of Trellix award winning
endpoint security platform by managing the attack surface, preventing ransomware and aiding security
teams to easily investigate and respond to advanced attacks.

Quick Filter

s MVISION Insights Events (Clear Filter)

* Current Statistics

Recards Matched Over Time

Event Name.

Start Time | 5/3/2022 - g43aM < EnaTme | 810202 <[ 943AM - [Update

Resuls Limit

Display.  Default (Normalized) |~

Visw: | Select An Option: =

Source IP

Low Level Category

10:24:33 PM
22, 10.24 31 PM

searcn

Completed

522,943 AN - 510722, F4TAM ~

Magaitude



The integration of MVISION Insights will provide the Insights for the following
information

1.MVISION Insights Campaign's
2.MVISION Insights Campaign's I0C
3.MVISION Insights Campaign's Galaxies

Quick Filter = Search

Start Time | 532022 < | GA4AM - EndTime | 51012022 = GMAM - |Update

View  SalectAn Option: = | Display = Custom  =| ResuhtsLimit| 1,000
Completed

Current Filters:
Log Sourca is MVISION Insights Events  (Clear Filter)
* Current Statistics

Recards Matched Over Time
527 B34 AM - 5110722, 44 A~

May p ' o [
(Updste Detais
Event Name Log Source Event Count Start Time v Low Level Category. Source P Source Port Destination I# Destination Port Usemame Magnitude

MVISION MSIGNS EV... | MVISION Insights: Events
Ev vents

1) May 6, 2022, 54238...| Aot
rt

v Edio
Plugin cptions. -

MVISION Insights Campaign's

The “MVISION Insights Campaign's” action in QRadar console will allow the QRadar user to select a
Campaign Id from “Log Activity” page.

This action will open a new popup page to show Insights Campaign's details from MVISION ePO server.



= IBMQRadar € 4 2

Dushboard  Offenses  Logicivly  Newworkicoy  Assets s Winebies  Admn  Puse  UseCaseManager Tiolix oPO Sazs Comector System Time: 9.44 Al

Sevwn_ ¥ QuikSescres v Y AcaFher | Smecrie €

o A FazePomne Aues ¥ Ach

QuickFilter  ~ Search

Start Time | 5/3/2022 ~ [ 944AM  ~|EndTime | 5102022  ~| 944AM | Update

View: | SelectAn Option: || Display.| Custom | ~| ResultsLimkt 1,000 2
Completed

Current Filters:

Log Source is MVISION Insights Events ~ (Clear Filter)

* Current Statistics.

Records Matched Over Time
573122, 944 AM - 51022, 944 AM v
" o iy . ™ oM s30mM Navs 1307 s30mm e T30en . 7 Niys r\v E T
U
Event Name Log Source Event Count Start Time v Low Level Category Source IP Source Port Destination 1P Destination Port userame Magnitude "'(:':,‘:'(‘g’m")'“
=] MVISION Insights Ev_ | MVISION Insights Events. 1| May 6, 2022. 5:42.38___ | Nlert | 10254 o 1769-

Fiter on Campaign 1d (cusom) Is d5¢

F

ampaign Id (custom) is not

1
0 1M Alert 1 ] ba
MVISION | M Aert 0 i * Ja7e9-cafs-11ea
MVISION insig 1 Alert 1 ba769-cats-11en:
MVISION Insights Ev. 1 May 52022, 10243 | Alert 1 3
1/ May 5. 202: g

MVISION Insights Ev. 2. 10243... | Alert

7/ MVISION Campaign's

Galax

Considering the campaign d5a2a7e9-caf5-11ea-9477-02d538d9640e . Refer the screenshot below-

J/ MVISION Insights Campaign's Details

Show| 10w |entries Search:
Threat
Level Name Description External Analysis
id
2 QOperation This is aclone of "Campalgn Molerats Delivers Spark Backdoor™ for MFE JDP Testing . paloaltonetworks.com/molerats-
Iron Cre purposes.” The Molerats threat group targeted multiple sectors across six countries rk-backdoor/

with spear-phishing emails containing malicious attachments or links to exfiltrate .
sensitive information. The actor, also known as the Gaza Hacking Team and the Gaza
Cybergang, infected systems with the Spark backdoor which has been attributed to one
the group and used in previous attacks since at least 2017, Molerats has been

attacking multiple sectors since at least 2011 and use various public and custom

backdoors during their operations. Associated loCs: Payload Delivery (MD5):
666fb7calcPeccOcab7cedf3280fc192 CA&CIP: 213.124.66.12

Showing 1 to 1 of 1 entries Previous ‘ 1 | Next

MVISION Insights Campaign's IOC

The “MVISION Insights Campaign's IOC” action in QRadar console will allow the QRadar user to select a
Campaign Id from “Log Activity” page.

This action will open a new popup page to show Insights Campaign's IOC details from MVISION ePO
server.
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Dashboard  Offenses  LogAcivly  NeworkAcoly  Asssts  Repos  Rsks  unerabies  Admn  Puse  UseCaseManager  TrelixePO Sass Conmector System Time: 9.44 Al

Seswn ¥ QuicSesres ¥ AdtFher o Smecrims [ Swvafemts g Cove & FosePomne Aues ¥

QuickFilter  ~ Search

Start Time | 5312022 ~ [ 944aM  ~|EndTime | 5102022 ~| s44aM  ~|Update

View: | SelectAn Option: || Display. | Custom | ~| Results Limit| 1,000
Completed

Current Filters:
Log Source is MVISION Insights Events  (C!

* Current Statistics.

Records Matched Over Time.
513022, 9:44 AM - 5110122, 9.44 AM

Log Source Event Count StitTimew  LowLevel Category Sourca IP Sourco Port Destination 1P Destination Port Username Magnitude e

® ort ha

= paign Id custom) is not d5a2a7e0-caf5-182-0477-0204536096400

& IC wert 5
i Aert > batos-cats-tiea
1 Aert ba709-cats-T1ca
1 Aert -
1

"
MVISION Insights Ev.

May 5.2022. 10243 | Aert

Considering the campaign d5a2a7e9-caf5-11ea-9477-02d538d9640e . Refer the screenshot below-

J MVISION Insights Campaign's |OC Details
Show| 10« |entries Search:

Id Category Type Value Lethality Determinism
064e5263-6945-11ea- Payload sha256 ade5cfbeedb7f8bebaZefafth521bbc555e7532 2512438057 6fd5cbeadbc99d4 None None
8942-06365ef617eb delivery
13c19373-6945-11ea- Payload shal d992676eee27d18b67c1b97b7f87bfdd0S 163017 None Nonea
8942-06365ef617eb delivery
19cab276-6945-11ea- Payload md5 69038f728c3=7d0011791c31fed?71b4 Mone MNone
8942-06365ef617e6 delivery
2812e29f-ad78-11ea- Network domain webtutorialz.com None None
9477-02d538d9640= activity
281c4161-ad78-11ea- Network domain Nysura.com MNone None
9477-02d538d9640= activity
2828albe-ad78-11ea- Netwark domain motoqu.com None None
9477-02d538d9640= activity
282cd4f5-ad78-11ea- Metwork domain laceibagrafica.com None MNone
9477-02d538d9640e activity
3b5f3149-9c82-11ea- Payload sha256 b&4f2497e4cfeac240b1815b2274160925331f0be11667a3c7256c16788728ec None None
8942-06365ef617eb delivery
3b63b764-9c82-11ea- Payload shal c88b3db1a4387c523f9324706c67b3d964bb2a36 None Nonea
8942-06365ef617eb delivery
3b682445-9c82-11ea- Payload md5 d35beb5d011bcad42a%bdcal327644%ed Mone MNone
8942-06365ef617e6 delivery

Showing 1 to 10 of 260 entries Previous 2 3 4 5 26 Next




MVISION Insights Campaign's Galaxies
The “MVISION Insights Campaign's Galaxies” action in QRadar console will allow the QRadar user to
select an Campaign Id from “Log Activity” page.

This action will open a new popup page to show Insights Campaign's Galaxies details from MVISION
ePO server.

€ 4 Q2

— 1BM QRadar
System Time: 9,44 Atk

Damshboard  Offenses  LogAcivly  NetworkActviy Use Case Manager  Trelix 6PO Sass Connector

Quick Filter Search
Start Time | 5/3/2022 - [944AM  ~|EndTime | 5102022  ~| S44AM - | Update
View.| SelectAn Option: |~ | Display.| Custom |~| ResultsLimt 1,000
Completed
Curront Filters:
Log Source is MVISION Insights Events (Clear Fiter)
* Current Statistics

Records Matched Over Time.
53122, 0:44 AM - 571022, 9.44 AM v

™ 1 v T . ™ s o
Event Name Log Source Event Count StrtTimew  LowLevel Category Source 1P Sourco Port Destnation 1P Destination Port Usemame Magnitude e
I Fiteron Campaign 4 custo cats-1120-9477-020530056408 T
8 Aert bares a
: af5-1163-0477-020538096400
ert a
Alet > a
Aert a
Aert -
Aert a-

Considering the campaign d5a2a7e9-caf5-11ea-9477-02d538d9640e. Refer the screenshot below-



J/ MVISION Insights Campaign's Galaxies Details

Show| 10w |entries Search:
Id Category Name Description
04bd%b95- mitre- Custom Adversaries may use a custom cryptographic protocol or algorithm to hide command
Saec-1lea- attack- Cryptographic and control traffic. A simple scheme, such as XOR-ing the plaintext with a fixed key,
§942- pattern Protocol will produce a very weak ciphertext. Custom encryption schemes may vary in
06365ef617e6 sophistication. Analysis and reverse engineering of malware samples may be enough

to discover the algorithm and encryption key used. Some adversaries may also
attempt to implement their own version of a well-known cryptographic algorithm
instead of using a known implementation library, which may lead to unintentional
errors. (Citation: F-Secure Cosmicduke)

45418178- sector Telecoms

6916-11ea-

8§942-

06365ef617e6

456e7429- sector Insurance

9c82-11ea-

8§942-

06365ef617e6

4e573350- mitre- Signed Binary Adversaries may bypass process and/or signature-based defenses by proxying

964d-11ea- attack- Proxy Execution execution of malicious content with signed binaries. Binaries signed with trusted

8942 pattern digital certificates can execute on Windows systems protected by digital signature

06365ef617e6 validation. Several Microsoft signed binaries that are default on Windows
installations can be used to proxy execution of other files.

4fa36414- mitre- Multi-Stage Adversaries may create multiple stages for command and control that are employed

6f7e-11ea- attack- Channels under different conditions or for certain functions. Use of multiple stages may

§942- pattern obfuscate the command and control channel to make detection more difficult.

06365ef617e6 Remote access tools will call back to the first-stage command and control server for

instructions. The first stage may have automated capabilities to collect basic host
information, update tools, and upload additional files. A second remote access tool
(RAT) could be uploaded at that point to redirect the host to the second-stage
command and control server. The second stage will likely be more fully featured and
allow the adversary to interact with the system through a reverse shell and additional
RAT features. The different stages will likely be hosted separately with no
overlapping infrastructure. The loader may also have backup first-stage callbacks or
[Fallback Channels](https://attack.mitre.org/techniques/T1008) in case the original

firet of + th ie o} e and hlackad

Audit Log

This feature is provided to the Admins to see actions performed on Trellix ePO Saas Connector for
QRadar App. This page will hold list of most recent 15 activities performed on the App for example saving
ePO config etc. as shown below:



IBM QRadar

Dashboard Offenses Log Activity Network Activity Assels Reports Risks Vunerabiliies Admin Pulse Use Case Manager Trellix ePO Saas Gonnector

Trellix TrellixePO Saas Config Trellix ePO Saas Events Config Audit Log

/ Displays the latest 15 activities performed on Trellix Connector App = 9
Recent Activities:
Activity Time
. . 0%/05/2022,
Successfully stopped polling threat events on Trellix ePO 5aas. 19:27:31
. . 0%/05/2022,
Successfully started polling threat events on Trellix ePO Saas. 19:25:20
Successfully stopped polling threat events on Trellix ePO Saas. OWO_SJ%OH‘
19:25:17
. . 0%/05/2022,
Successfully updated Trellix ePO Saas Events poll interval. 19:25:14
. . 0%/05/2022,
Successfully updated Trellix ePO Saas Events poll interval. 19:23:47
Successfully updated Investigation ID:c17f65e0-cf83-11ec-2203-000000000000 in 09/05/2022,
MVISION EDR for offense 1D:1. 19:17:51
! . 0%/05/2022,
MNo events found on MVISION Insights in this poll. 19:13:08
. A 0%/05/2022,
Mo events found on Trellix ePO Saas in this poll. 19:13:08
Failed to fetch device details for system: 172.16.214.200. System is not managed by 09/05/2022,
currently configured Trellix ePO Saas. 19:10:07
Successfully fetched device details for system ip: 10.254.46.95. OWO_S'IZ_OZZ
19:06:1%
. P 0%/05/2022,
MNo events found on Trellix ePO Saas in this poll. 18:58:08
’ . 0%/05/2022,
Mo events found on MVISION Insights in this poll. 18:58:08
. . 0%/05/2022,
Mo events found on MVISION Insights in this poll. 18:43:08
. I 0%/05/2022,
MNo events found on Trellix ePO Saas in this poll. 18:43:08
! . 0%/05/2022,
MNo events found on MVISION Insights in this poll. 18:28:08

e To see the most recent logs, Admin must click on “Refresh” icon available on the top-right corner.
e To delete the logs, Admin can click on “Delete” icon. This action will delete all the audit logs
captured for the app.

Important things to know

Steps to follow if exception is displayed while clicking on Create/Update
EDR Investigation button

In case if Admin encounters an exception while executing EDR Create/Update action, try reloading the
page by doing a refresh, or re-login to QRadar console or try on a different browser like chrome.
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Dashboard  Offenses  LogActivty  Natwork Activty \ssets Raports Pulse  UseCaseManager  McAfes MVISION Connector

All Offenses

9 id Description Offense Type  Offense Source Magnitude Source IPs Destination IPs Users og Sources Events Fle

L
|1 | FieAalyss Compited [=atidSpen b [%66 (0]

B centExcepton

The following client exception occurred while handiing the server
esponse

{0}
Referencermor. showMcAfeeEDRInvestigation is not defined

Close

Steps to follow if ‘'SSL: CERTIFICATE_VERIFY_FAILED’ message
appears in app log

There might be two reasons if you see SSL: CERTIFICATE_VERIFY_FAILED in the container app log:

Reason #1: Since Trellix MVISION connector app is accessing Trellix’'s APl which is hosted in
AWS gateway, it is required that the QRadar server should have the latest AWS cert chain in the QRadar
cert bundle. Hence, make sure that the QRadar server has the required AWS cert chain the QRadar
server certificate bundle.

Reason #2: If the Trellix MVISION connector app is configured with the proxy server and if the
proxy server requires the certificate for any outbound request/communication, then you must have the
corresponding proxy server certificate in the QRadar server certificate bundle.



