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1. QRadar and SentinelOne Integration

The integration of IBM® QRadar® Security Information and Event Management (SIEM) with
SentinelOne® empowers organizations to combine the strengths of QRadar to consolidate, correlate,
and aggregate log events and network flow data, with the visibility, detection, response, remediation
and forensics capabilities of SentinelOne.

These are the components of this integration:

» SentinelOne Device Support Module (DSM) for QRadar: Collects the Syslog output from the
SentinelOne Management as a log source for QRadar. Use the QRadar Console to see information
in your environment, gathered from SentinelOne.

» SentinelOne App: An application running on the QRadar platform enabling you to see information
about the endpoints in your environment, taken from SentinelOne, and take action. From the App,
you can go to the SentinelOne Management Console.

1.1. QRadar and SentinelOne Integration Highlights

After installing and running the SentinelOne DSM and App for QRadar, you can:

* View a list of threats from the SentinelOne App for QRadar Analyze page.

= IBM QRadar

Dastboard  Offenses  LogActty  NetworkActity — Assets  Reports o ‘System Time: 1238 PM

(i sentinelone | 4 Analyze O Network it Settings. Scope purple | Site All ~

Filter: Resolved Migration Status Time Search Apply.

Search

[=] desktop Enterprise-Deskiop il 02 Demo TEST Malware quarantine, kill

desktop Enterprise-Deskiop il 02 Demo TEST Malware rollback, quarantine, kil, remediate

[=] desktop Enterprise-Deskiop il 02 Demo TEST Malware rollback, quarantine, kil remediate

[=] desktop Enterprise-Deskiop il 02 Demo TEST Malware quarantine, kill

desktop Enterprise-Desktop 1" 02 Demo TEST Malware quarantine, kill

desktop Enterprise-Deskiop 08 09 Demo TEST Malware quarantine, kil

= desktop Enterprise-Desktop 08 09 Demo TEST Malware quarantine, kil

[=] desktop Enterprise-Deskiop : Z Demo TEST Ransomware rollback, quarantine, kill, remediate

desitop Enterprise-Deskiop Demo TEST Ransomware quarantine, kill

[=] desktop Enterprise-Deskiop Demo TEST Ransomware rollback, quarantine, kil, remediate

* View threat details and mitigate threats from the QRadar console. SentinelOne authorized users can
also click a hyperlink to the SentinelOne Management Console Forensics page.

SentinelOne SentinelOne for QRadar v3.5.x 1
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IBM QRadar

Dashboard  Offenses  LogActivty  NetworkActuty  Asssts  Reports System Time: 1239 PM

() Sentinelone | 4 Anayze O Network it Settings Scope purple | Site All ~

Back - - .
< 2 mitigated kill, quarantine
Mark as Benign
N . Mark as Threat
File Info Summary Indicators
Kill
File Name: eY0.exe Gopy, Status:  mitigated Hiding/Stealthiness Quarantine
Path: skVolume2\Users\adm Copy The majority of sections in this PE have ~ Un-quarantine
SHAT: 0da21 038618 o . ;
is a sign of obfuscation/packing. Remediate
. General Rollback Remediation
Device
Google Virus Total This binary imports functions used to rait Resolve
Device: Enterprise-Deskiop - .
Hiding/Stealthiness
[
— Threat ID:  619175708806162112

This binary may contain encrypted/compressed info as
measured by high entropy of the sections (>6.8)

Domain: WORKGROUP Detecting engine:  pro_exe

sKadmin Classification: Malware General

A " P Signer identity:  N/A

gent version: 3.1.1.12 This binary imports debugger functions
Group:  Default Group

Username: ENTERPHISI

site: Demo TEST
Management

Group: Default Group

Time

Created: ()

Updated:  05/05/2019 08:02

* Filter threat lists from the SentinelOne App for QRadar Network page.

1BM QRadar
Dastboard  Offonsss  LogActuly  NetworkActuly  Assats Systam Time: 12:42 PM
(D sentinelone | 4 Analyze O Network kit Sefings Scope purple | Site All ~
Filter: Search Active os ‘Apply
Ls] AcmeHoldings Default Group local 26.5.2559 nirg 23/04/2019 13:25
L] AcmeHoldings Default Group local 265.1704 22/04/2019 18:38
] AcmeHoldings Default Group localdomain 265.1704 05/05/2019 09:42
LAl AcmeHoldings Default Group localdomain 26.4.1685 22/04/2019 17:32
= ABC-Corp Default Group unknown 300305 unknown 03/05/2019 13:24
EEJ ABC-Corp Default Group unknown 3.00.1 02/05/2019 17:04
ABC-Corp Default Group local 3.0.1.391 02/05/2019 17:02
E/, ABC-Corp Default Group sentinel local 3.0.1.391 29/04/2019 18:58
ABC-Corp Default Group unknown 3.0.2.400 05/05/2019 09:42

» Disconnect an endpoint from the network and see endpoint associated information, such as the last
logged in user and threat history.
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Dashboart  Offonsss  LogActivty  Network Activty

b sentinelo 4 Analyze O Network it Seftings

< Back nirg-macos-vm1

Last Logged User:

General

Agent Version: 2,65
Scan Status: none

Memory: 2048

CPU: Intel(R) Core(TM) i9-8950HK CPU ¢

Core Count: 2

Disk Encryption: False
Threats
Status File Name

P e aaaaa

Assats

Reports

Last Active:
Site:

Console connectivity:  False

Network status:

‘Subscribed on:

connected

1111/2018

Console visible IP:

IP Address:

vuiD:

Endpoint

desktop nirg-macos-vm1

deskiop nirg-macos-vm1

desktop nirg-macos-vm1

desktop nirg-macos-vm1

desktop nirg-macos-vm1

desktop nirg-macos-vm1

desktop nirg-macos-vm1

desktop nirg-macos-vm1

desktop nirg-macos-vm1

deskion nirg-macos-ym1

10:36

564D8B71-9E0A-5BFB-EE6B-7288F .

Created

23/04/2019 12:03

23/04/2019 12:03

23/04/2019 11:59

23/04/2019 11:56

23/04/2019 11:46

23/04/2019 11:42

23/04/2019 11:41

18/04/2019 15:11

01/04/2019 17:22

01/04/2019 15:15.

Updated

23/04/2019 12:03

23/04/2019 12:03

23/04/2019 11:59

23/04/2019 11:57

23/04/2019 11:53

23/04/2019 11:53

23/04/2019 11:54

22/04/2019 15:30

01/04/2019 17:22

01/04/2019 16:39

Group:

Domain:

Network Adapters

Name [

utuno

eno

Site

AcmeHoldings

AcmeHoldings

AcmeHoldings

AcmeHoldings

AcmeHoldings

AcmeHoldings

AcmeHoldings

AcmeHoldings

AcmeHoldings

AcmeHoldinas

Use the SentinelOne DSM to create saved searches and dashboards.

{ih) sentinelone

Systam Times 12:47 PM

Scope purple | Site All ~

Full Sean
Abort Scan
Fetch Logs

Uninstall

Mac Address

Classification

generic heuristic

generic.heuristic

generio.heuristic

OSX Malware

generic. heuristic

generic. heuristic

generic heuristic

Malware

generic heuristic

OSX Malware

Shutdown
Reboot

Disconnect

Action Done

IBM QRadar
Dastboard  Offensss  LogActvly  Networkictiy  Asssts  Reports System Time: 1250 PM
Seerch..¥ Quick Searches ¥ Y Add Filer o Save Griteria (€} Save Resulls g, Goncel . Falsa Pasiive Rules ¥ Actons ¥ )
Advanced Search ~ | select * from events where LOGSOURCETYPENAME(devicetype) = 'SentinelOne" 2] Search
Start Time | 5/5/2019 ~|| 650AM - |EndTime | 5/5/2019 ~|| 1250PM | Update
View: | Select An Option: | ~ | Display: | Default (Normalized) |~ Results Limit B
Completed
Using Search: SentinelOne Raw
¥ Current Statistics
Total Rosuts 77(107KBTota)  Comprossod Data Fies Searched 0 (0BTola)  Duraion  12ms
Data Files Searched 60 (6.5MBTotal)  Index Fila Count 56 (2.7MB Total) More Details IS
Records Matched Over Time
51519, 6:50 AM - 515119, 12550 PM §
15
10
V'S A -
7:00 AM 7:30 AM 8:00 AM 830 AM .00 AM 3:30 AM 10:00 AM 10:30 AM 11:00 AM 1130 AM 12:00 M 12:30PM
Update Datails
(iida Crans)
starttime protocolid sourcelp Togsourceid qid sourceport eventcount magnitude identityip destinationip destinationport category username
1557040490122 255 118 1002250034 0 4 4 0000 0 6001 aomin
1557040736948 255 118 1002250008 ] 2 3 0.00.0 [ 8008 admin
1557040738848 255 118 1002250145 0 3 3 0000 [ 8053 admin
155704129423 255 118 1002250212 0 1 3 0000 0 8037 mgmtauto
1557041299105 255 118 1002250213 0 1 3 0.00.0 0 8006 A
1557040718930 255 118 1002250008 0 1 3 0000 0 8008 admin
1557040723048 255 118 1002250010 0 1 4 0000 0 6019 admin
1557040723948 255 118 1002250145 [ 1 3 0000 0 8053 admin
1557040728965 255 118 1002250010 o 1 4 0000 o 6019 aamin
1557040723048 255 118 1002250145 0 3 3 0000 0 8053 admin
1557040723847 255 118 1002250008 0 2 3 0000 0 8008 aomin
1557040478992 255 118 1002250034 [] 1 4 0.00.0 0 6001 admin
1557040414087 255 118 1002250188 0 1 5 0000 [ 8003 Demo-test
1557040414087 255 118 1002250216 0 1 5 0000 0 8016 Demo-test
1557040329310 255 118 1002250008 0 1 3 0000 0 8008 aomin
1557040326310 255 118 1002250034 o 1 4 0000 o 6001 admin
1557040329310 255 118 1002250034 0 1 4 0000 0 6001 admin
1557040334351 255 118 1002250145 0 1 3 0000 0 8053 admin
7040334351 255 118 1002250008 [ 1 3 0.00.0 [ 8008 admin
1557040340073 255 118 1002250145 0 1 3 0000 0 8053 admin
1557040379006 255 18 1002250165 0 1 4 0000 0 6019 aamin
1557040379006 255 118 1002250165 [] 1 4 0.00.0 0 6019 admin
1557034088822 255 118 1002250212 0 1 3 0000 [ 8037 mgmtauto
1557034133925 255 118 1002250213 0 1 3 0000 0 8006 ﬂ
1557030433904 255 118 1002250212 0 1 3 0000 0 8037 mgmtauto
1557030459656 255 118 1002250213 o 1 3 0000 o 8006
1557030083857 255 118 1002250003 0 1 3 0000 [ 8036 dbaror
1557030033957 255 118 1002250003 0 1 3 0000 0 8036 [
Displaying 110 40 of 77 items (Elapsed time: 0:00:00.073) Page: 1 | <Ml2)

SentinelOne
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* Use the SentinelOne DSM to classify and parse SentinelOne content rich Syslogs.

IBM QRadar

Dashboard  Offenses

ER

Event Information

o EventList [3]Oferss (§)Map Event X, False Positve

LogActity  NetworkActiy — Asssts  Reports  Admn  SentinelOne

@ Proviows @ et

) Esiract Property

Bypret ) Oblusca

Event Name

NEW_THREAT_NOT_MITIGATED

Low Level Gategory

Unknown Malware

Event Description

Magnitude @ [Relevance B [soveriy [« [creaviny
Username admin
Start Time. May 5, 2019, 10:14:50 AM [ storage Time [y s, 2018, 10:15:50 AM [ Log source Time [vay s, 2019, 1011450 ame
‘AccountDomain
iy WORKGROUP
Action (custom) active
Agentld (custom) 3d68b04067d67cbe2be530538d5bedoea23bb1
Category Description ; . y
Cotesens New active threat - machin Enterprise-Deskiop
Event Summary
o New aciive threat - machin Enterprise-Deskiop
File Hash (custom) | 0da2192d5b8aaef3a4b0Z0006381618679496841
\Devi Jsers\admiDeskiop\CV.exe
Filename (custom) | CV.exe
Hostname (custom) | Enterprse-Deskiop
Service (custom)
Source Host Name
ool Enterprise-Deskiop
Threat Classification
(custom) Valware
Threat Count (custom) |3
Threatid (custom) | 619175577631244114
UNIX path name
(custom) A
deviceHostName
e useat-purple.sentinelone.net
eventDesc (custom) | New aciive threa! - machine Enterprise-Deskiop
siteName (custom) | Demo TEST
SourceDnsDomain
) WORKGROUP
Domain Default Domain
Source and Destination Information
Source IP = Destination P 17231268
Source Asset Name NA Destination Asset Name NA
Source Port o Destination Port 3
Pre NAT Source IP Pre NAT Destination IP
Pre NAT Source Port o Pre NAT Destination Port 0
Post NAT Source IP Post NAT Destination P
Post NAT Source Port o Post NAT Destination Port | 0
Source IPve 00000000 Destination IPV6 0:0:0:0:0000
Source MAC 00:00:00:00:00:00 Destination MAG 00:00:00:00:00:00
Payload Information
utt | hox | basees
[Bwrap Text
<142019-05-05 07:14:58,950  sentinel - CEF:z|sent [windows 10]devs 1o Lone .net N
purple t noti ficat ITE | site1d=391 ] neloneorig iginatorversion=3.1.1.12|eventIne19|eventoesc=ew active
threat - machine Zaterprise-besktop|eventseverity=1|rt=2019-05-05
07:11520.715912  £1leKash=0daz152d5b9aaet 3a4b02000CIBECEDET9496041 | £11 1 ume2\users", p\CV. exe | £11aNane=cV.exe | threatClass: ficat ion-Halware| threatClassiticationsource=stat
el : 1 b1 f1ar=L0GIC| thraathiei thraatis Toe1| threat1n=g1917557163L244L14| sourcengentLastict
SvityTimestanp=2019-05-05 07:11120.709401 | sourceAgentRegisterTinestamp=2019-01-11
01:38:47. 328185 iston=17763 | spe1 _Enterprise-
ceop| ‘24436171 I 175-21-4097625257-2326715497-
2399078856-1001 | cat=HALNARE
Additional Information
Pratocol 255 [ar [ 1002250004
Log Source Sen ‘ Event Count ‘ 4
Custom Rules Destination Asset Weight is Low
Source Assel Weigh is Low
xi is Remote to Local
Custom Rules Partially
Matched
Annotations Relevance has been decreased by 2 because the destnation netwark weight s low.
Relevance has been decreased by 2 because he source nefwork weight is low:
Relevancs has been increased by 2 because the context s Remote to Local
Log Only (Exclude
Analytics) False
Identity Information
Identity Username NA Icentity HostName | NiA
Identity IP NA Identity MAC NA
Identity Net Bios Name | N/A Identity Group Name | NiA
Identity Extended Field | NIA
Has Identity (Flag) False

SentinelOne
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2. Requirements

* QRadar 7.2.8 patch 7 or higher.

* One of these SentinelOne Management versions: Eiffel, Fuji, and above. Versions Central Park and
Denali are expected to work although they are End Of Service (EOS).

+ SentinelOne App for QRadar.
Note: The SentinelOne App is not supported on Internet Explorer.
+ DSM Syslog Parsing and Classification for SentinelOne
* In QRadar, allow Syslog TLS, Syslog, or the forwarding of incoming data.

* In SentinelOne, configure Syslog integration.

SentinelOne SentinelOne for QRadar v3.5.x 5
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3. The SentinelOne DSM for QRadar

To see SentinelOne logged events in the QRadar Console:
1. Make sure the QRadar Console is installed and running.
2. Install the SentinelOne DSM in QRadar.

3. Add SentinelOne as a log source for QRadar.

4. Integrate your QRadar Syslog Server to SentinelOne.

5. See that SentinelOne events appear on the QRadar Console.

3.1. Installing the SentinelOne DSM in QRadar

The SentinelOne DSM enables you to send SentinelOne log events and endpoint data to the QRadar
Console.

Important: If you have an earlier version of the SentinelOne DSM, you must remove it before you
install the new DSM. Go to Upgrading From the Beta Version [34] and follow the instructions.

To install the SentinelOne DSM:
1. Download the SentinelOne DSM ZIP file available on IBM App Exchange.
2. Log in to the QRadar Console as Admin.

3. From the Main menu, click Admin.

4. Click Extensions Management.

Admin ©)Depioy Changes Advanced ¥ o

| i) There are no changes to deploy.

System Configuration

=
o ‘¢ . -
: Q@ € ! I O] 2] (27
B Auto Update Backup and Recovery Global System Aggregated Dats Netwark Hierarchy System and License System Hesith
Ty Notifications Management Man:
Apps
'Y i y ( )] [ %I
@ : L E; B H
System Settings Asset Profier Cusiom Cffense Closz Store and Forward Refarencs Sat Centralized Credentisls ~ Forwarding Destinations Routing Rules
Cenfiguration Reasens Management
B € )
D gement | Extensions Management | Resource R

5. In the window that opens, click Add.

SentinelOne SentinelOne for QRadar v3.5.x 6
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Extensions Management | Search by esxtension name Q
ALLITEMS INSTALLED NOT INSTALLED

Name Status

I SentinelOne Aop for QRadar - v 3.5.0(Betz) i instaled

I QRzdar Log Sourcs Management nstalled

I App Authorzation Manager nstalled

I QRadar Assistant App nstalled

Author

SentinelOne

BM QRadar

BM QRadar

BM QRadar

|BM Security App Exchange @
Added On -

March 12, 2018
March 7, 2019
March 7, 2019

March 7, 2019

6. In the window that opens, click Browse

DSM file.

. Browse to the location of the downloaded SentinelOne

ALL ITEMS

Name

Extensions Management earch by extension r

INSTALLED NOT INSTALLED

Status

No ltems lo display

Add a New Extension

From local storage:

l I Brcwseg

[} Install immediately

Add ‘ Cancel

Author

IBM Security App Exchange 63

Added On -

7. To immediately install the app, select Install immediately and click Add.

8. Click Install.

SentinelOne
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Extensions Management Q
ALL ITEMS INSTALLED NOT INSTALLED
Name Status Author

SentinelOne Labs App for QRadar - Beta
SentinelOne App for QRadar - v.3.5.0(Bxf
QRsadar Log Sourcs Management

QRadar Assistart App

I App Authorization Manager

SentinelOne Labs App for QRadar - Beta API update
By: Sentinel Labs

& The exdension contsins 238 items which are already on the system and marked with REPLACE. You can replacs these
items with the versions in the extension that you are about bo install, or you can preserve existing items as-is and add
Hon ibd il

u ke to procead?

() Preserve existing items.

By installing this extension. the following changes will oour in the system:

Log Source Extensions (1)

SentinelOneCustom_ext ADD

Log Source Types {1}

SentinelOne ADD

QD Records (141)

Actvity marked as Threat ADD
Machine Decommissionad ADD
Full Disk scan aborted ADD
Full disk Scan start ADD
New Blocked Threat ADD

Install ||| Cancel

EM S=curity App Exchangs @

Added On =

March 12, 2010

March 12, 2010

Manch 7, 2018

March 7,

9. In the window that opens, click OK.

Extensions Management Q
ALL ITEMS INSTALLED NOT INSTALLED
Name Status Author
I SentinelOne Labs App for QRadar - Bel
SentinelOne Labs App for QRadar - Beta API update
I SentinelOne App for GRadar - 350/ By- Sentinel Labs
The extension has been installed successiully. Please review the install summary:
I QRadar Log Source Management D3M Event Mappings {134) =
4001:2005:unknown ADD
I App Autharization Manager 4001:5020:unknown ADD
4001:74:unknown ADD
I QR=dar Assistant App 40015008 ummoun o0
4001:5008:unknown ADD
4001:5007:unknown ADD
4001:5008:unknown ADD
4001:5005:unknown ADD
4001:5004:unknown ADD
4001:5002:unknown ADD
4001:33:unknown ADD
4001:27-.unknown ADD =
]

EM Szcurity App Exchange

Added On x

March 12, 2010

March 122018

Manch 7, 2018

The SentinelOne DSM is installed and appears in the list of Extensions.

SentinelOne
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Extensions Management Search by extension name Q BM Security App Exchange @
ALL ITEMS INSTALLED NOT INSTALLED “

Name Status Author Added On 7

I SentinelOne DSM for ORadar - v.3.5.0(Beta) L Installed Sentinel Labs Maren 12, 2019

I SentinelOne App for QRadar - v.3.5.0(Bata) 1 Installed SentinelOne Mareh 12, 2018

I QR=dar Log Source Management nstalled BM QRzdar Mareh 7, 2019

I App Authorization Manager nstalled BM QRadar March 7, 2018

I QRadar Assistant App nstalled BM QRadar March 7, 2018

10. Exit the Extensions Management window.

3.2. Adding SentinelOne as a Log Source for QRadar

Add each SentinelOne Console as a log source to define how QRadar gets Syslog messages

from SentinelOne.

To add SentinelOne as a log source for QRadar using the TLS syslog protocol:

Use the TLS Syslog protocol for QRadar to receive encrypted syslog events from SentinelOne.

1. Log in to the QRadar Console as Admin.

2. From the Main menu, click Admin.

= IBM QRadar

3. Click Log Sources.

Data Sources

Events

L & = L & ! - e

DSM Editor WinCollect Log Sources Log Source Extensions Log Source Groups Log Source Parsing
Ordering

4. Click Add.

) £ 1010
Custem Event Properties Event Retention Data Obfuscation
Management

saarch For. [Grow. ¥ ||l Log Source Groups Ga i Edil [ EnabieD oo Bulk Actions ¥ e Extensons &, Parsing Order [ Assig 7]
. " Average
Log Source Log Source Tary - " Last Event Creation Modification
Name Desc Status Protozol Group e Enabled T e | Demirion | Credibility Autodiscove —yioe = = EIPME:'[L:t.:]st

No results were returned.

5. In the form that opens:
* Log Source Name: Enter a unique name of the log source.

* Log Source Type: Select SentinelOne.

SentinelOne SentinelOne for QRadar v3.5.x
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» Protocol Configuration: Select TLS Syslog. See TLS syslog protocol configuration options.
* Log Source Identifier: Enter sentinel.net.

» TLS Listen Port: Make sure it is set to 6514.

* Log Source Extension: Make sure SentinelOneCustom_ext is selected.

For the other fields, use the default settings or other values according to your environment.

Add a log source

|Ser:irell:lre |

Log Source Description | |

Log Source Type | SantinelOne -

I'F'rotoc:::ll ::unﬁgmaﬁunl TLSSyslog ¥
{Log Source Identifier | Isenﬁnel.nat
[Ts Gisten Port ©) 8514
Authentication Mode & TS v
Certificate Type e Generate Certificate ¥
Maximum Connections ﬂ a0
TLS Protocols @ TLS 1.2 and sbove ¥
Enabled *
Credibility 5 7
Target Event Collector eventcollectorD :: int-grd-es-dev3d ¥

Coalescing Events Ld

Ll

Store Event Payload
Log Source Language ¥
I Log Source Extension I SentinelOneCustom_ext ¥

Please select amy groups you would like this log source to be a member of:

6. Click Save.

7. Close the Log Sources window.

SentinelOne SentinelOne for QRadar v3.5.x 10
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8. Click Deploy Changes.

= IBM QRadar

Dashboard ~ Offenses  LogActiity  NetworkActiity — Assets  Repors  Sentinelone

Admin Advanced ¥
» System Configuration 1, There are undeployed changes. Click "Deploy Changes' to deploy them. View Details
® Data Sources System Configuration
R

te Networks and Q ( A - 3
Configuration ! wa e L

Se
o Auto Update Backup and Recovery Global System Index Managemsant Aggregated Dats Metwork Hierarchy
Ty it out Motifications Management
» Apps
fo
| 5
& (#5) ) X 5o &)
Forwarding Destinations Routing Rules Domain Management Extensions Management Mode Management Resource Restrictions

User Management
L5 Fl - -
7 =) =)

Users User Roles Security Profiles Authentication Autnorized Services Tenant Management

9. Configure a second log source, using either the Syslog or Forwarded protocol. For instructions,
see To add SentinelOne as a log source for QRadar using the Syslog or Forwarded protocol [11].

To add SentinelOne as a log source for QRadar using the Syslog or Forwarded
protocol:

Use the Syslog or Forwarded protocol for QRadar to receive unencrypted syslog events from
SentinelOne.

1. Login to the QRadar Console as Admin.

2. From the Main menu, click Admin.

3. Click Log Sources.

Data Sources

Events
g & [ & & & "y @ £ 1aio
DSM Exitar WinCollect Log Sources Log Source Extensions  Log Source Groups Log Source Farsing  Custom Event Properties Event Retention Data Obfuscation
Ordering Management
garch Far. | Groug. ¥ | Al Log Source Groups Go i Edit ] Enable/D [ =] Bulk Actions ¥ Extensions 4, Parsing Order [ o o
Name Desc Status Protocol Grou LoaiSoutceyily el L o Socros | iglarpet. Creamilty | Autodtsooue | L2StEvent | Greafion | Modification | JYER0e,
J Type Identifier  Destination ity Time Date Date Min[ute]

No results were returned.

5. In the form that opens:

SentinelOne SentinelOne for QRadar v3.5.x 11
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* Log Source Name: Enter a unique name of the log source.

* Log Source Type: Select SentinelOne.

* Protocol Configuration: Select Syslog or Forwarded.

* Log Source Identifier: Enter the IP address of the SentinelOne Management Console.

* Log Source Extension: Make sure SentinelOneCustom_ext is selected.

For the other fields, use the default settings or other values according to your environment.
6. Click Save.
7. Close the Log Sources window.

8. Click Deploy Changes.

= IBM QRadar
Dashboard SentineiOne
Admin
» System Configuration 1, There are undeployed changes. Click "Deploy Changes' to deploy them. View Details
» Data Sources System Configuration
Remote Metworks and Q ( St _: ]
Services Configuration ! it 4 e
o Auto Update Backup and Recovery Global System Index Managemant Aggragated Data Metwork Hierarchy
Ty it out Motifications Management
» Apps
fa
&3 ‘- L > ()
Forwarding Destinations. Routing Rules Domain Management Extanzions Management Mode Management Rasource Restrictions
User Management
o LA 4 4 vilER
4 o i

Users User Roles Security Profiles Authentication Autnorized Services Tenant Management

3.3. Integrating Your QRadar Syslog Server to SentinelOne
Integrate your QRadar Syslog server to collect SentinelOne logs.
To integrate your Syslog server:

1. Open a supported browser on a computer with an active connection to the Internet (or to the On-
Prem Management).

For a list of supported browsers, see System Requirements.

2. Inthe browser address bar, enter the management console URL provided by the SentinelOne
support team (for example, https://yourcompany.sentinelone.net/ ).

3. Enter your username and password, and click Login.

If you want to create a new user for QRadar integration, follow the steps in
Creating New Management Console Users and then log in to the new user.

Note: A user with a role of Site Admin can mitigate threats from the QRadar Console. A user with
a role of Site Viewer can view threats but cannot take action.

SentinelOne SentinelOne for QRadar v3.5.x 12
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4. In the SentinelOne Management Console, click Settings.

.. All Sites v

= Wisibility
Metwork
Analyze
Achivity

Reports

-

= Settings

5. If you are a Site or Account Admin, you must select one Site to open Settings.
6.

7. Click SYSLOG.

SETTINGS CONFIGURATION NOTIFICATIONS USERS INTEGRATIONS POLICY OVERRIDE SITES

SMTP
@D Disable SYSLOG
| 5Y5L0G [:\\?
550
Host Your syslog host 0
S5L I:I Use 35L secure connection
Formatting Information format CEF -

DISCARD CHANGES

SentinelOne SentinelOne for QRadar v3.5.x 13
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8. Click Enable SYSLOG.

9. In Host, enter the QRadar FQDN or IP address, and its listening port (514 or 6514).

10. To use SSL or TLS channel authentication and privacy, click Use SSL secure connection.
If you do not select this, UDP is used.

11. In Certificate, you can upload server and client certificates to verify client/server authorization
between the SentinelOne Management (client) and the syslog server (server). These options only
show if Use SSL secure connection is selected. Passphrase certificates are not supported.

Make sure you know how the Syslog server is configured, and that you have the correct
certificates from that configuration.

55L %JIEEL seCUre connection

Certificate

Server certificate Upload

Client certificate Upload

Client key Upload

» Server certificate - Select and upload a certificate to verify the syslog server identity.
+ Client certificate - Select and upload a certificate to verify the SentinelOne Management as a
client of the syslog server. Use a certificate file with a client key. A Client certificate is necessary

if the server requires client authentication.

» Client key - Select and upload the client key of a client/server key pair. A Client key is
necessary, along with a Client certificate, if the server requires client authentication.

To find the QRadar certificate and key files:

1. Using an SSH session, login to the QRadar Console as root user.
2. Run:cd /opt/qgradar/conf/trusted certificates/

3. Extract: sysl og-tls.cert andsysl og-tls. key.

12. In Formatting, select CEF2. This format is required to enable integration with the SentinelOne
DSM.

13. To verify connectivity with your QRadar server, click TEST to send a test trap.

14. If the test passed, click SAVE.

SentinelOne SentinelOne for QRadar v3.5.x 14
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3.4. Seeing SentinelOne Events in QRadar

After the SentinelOne DSM is installed, SentinelOne is added as a log source in QRadar, and your
Syslog is integrated, you will see SentinelOne events in the QRadar Console.

To see all SentinelOne logged events:

1. In the QRadar Console, click Log Activity.

2. Click Search and select New Search.

IBM QRadar

Dashboard Oiffenses Log Actiity Network Activity

Search. ¥ Quick Searches ¥ Y Add Fiter Save Crileria [ 5 Resuls g C . False Positive  Rules ¥ Actions ¥

I ; '“JEWEEEF’J"I o

¥ Edit Search

anage Search Results

3. In Search Parameters > Parameter , select Log Source Type [Indexed].
Make sure Operator is set to Equals.

Select SentinelOne as the Value.

Search Parameters
Pararmeater: Dperator: Walue:

Log Source Typs [Indexed] - Equals | = | SentinalOne ¥ Add Filter

4. Click Add Filter. The new filter is in the Current Filters list.

Search Parameters

Parameatar: Crperator: Walues
Log Source Type [Indexead] - Equals | = |3Com 8200 Series Switch v Ao Filter
Current Filters

Log Source Type is SantinelCne

|Remove Selected Filters|

4

5. Click Search. The QRadar Log Activity shows all log activity sent from SentinelOne to QRadar.

SentinelOne SentinelOne for QRadar v3.5.x 15
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IBM QRadar

Deshboard  Offenses  Logactiity  NetworkAcivity

Search_ ¥ Quick

+ Posilive  Rules ¥ Actions ¥

Advanced Search =

Start Time | 2/27/2019 = || 301 PM - | End Time | 3/6/2019 || 301PM

View: Select &n Option: |~ Display. Default (Nommalized) | =  Results Limit | 1.(

| Current Filters:
Log Source Type is SentinelCne | (Clear Filter)
* Current Statistics

Records Matched Over Time

600 FM Fab ZE 10:00 AM €:00 PM Mar 1 10:00 AM 6:00 PM Mar 2

€00 FM Mar 3
Updst= Detmi
[Hicle C
Event Name Log Source W Time v Low Level Category

THREAT_MITIGATION_REPORT_ROLLBACK_SUCCESS =1 1| Mar 8, 2018, 254.56 PM Motice

THREAT MITIGATION_REPORT ROLLBAGK SUGCESS =1 1 Mar 8, 2018, 252:22 PM Hotice

Ramedizte performed suceesshully =1 1| Mar 8, 2019, 252:22 PM Remove Suscassiu

Kill Antion perfoemen =1 1 Mar g, 2018, 52:11 FM Wise System Event

THREAT_MITIGATION_REPORT_ROLLBACK_SUCCESS =1 1| Mar 8, 2018, Z50:11 PM Notice

NEW_THREAT_NOT _WITIGATED =1 1 Mar 8, 2018, 2:50:11 PM Unknown Maiwars

Ramediate performed suseesshlly =1 1| Mar 8, 2019, 247:22 PM Remove Suscessiu

Kill Antion perfoemen =1 1 Mar g, 2018, 24711 FM Wise System Event

THREAT_MITIGATION_REPORT_ROLLBACK_SUCCESS =1 1| Mar 8, 2018, Z:47-11 M Natice

NEW_THREAT_NOT _WITIGATED =1 1 Mar 8, 2018, 242.51 PM Unknown Maiwars

THREAT_MITIGATION_REPOAT_ROLLBACK_SUCCESS =1 1| Mar 8, 2018, Z42:31 PM Notice

Ramedizte performed suceessiully =1 1 Mar g, 2018, Z41:37 FM Ramove Suscass!

THREAT_MITIGATION_REPORT_ROLLBACK_SUICCESS =1 1| Mar 82018, 24137 PM Notice

Kill Aztizn performed =1 1 Mar 8, 2018, 241:26 PM Wiss System Event

NEW_THREAT_NOT_MITIGATED =1 1 Mar 8, 2019, 2 Unknown Malware

Threst Marked 2= resclved =1 1/ Marg, 2018, Remove Succass!

THREAT_SUSPICIOUS_RESOLVED =1 1| Mar 8. 2018, 2 Genersl Audt Event

THREAT_SUSPICIOUS_RESOLVED =1 1 Mar 8, 2018, 237:11 PM General Audt Event

=

Displaying 1 to 40 of 1000 #ems (Elapsed fime: 0:00:00.068)

6. Double-click an event row for more details.
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Event Name

Low Level Category

Suspicious Activity

Event Description

Magnitude ) | Relevance | 1 | Severity
Username admin

Start Time Mar 5, 2012, 412:55 PM | Storage Time | Mar 5, 2018, 4:12:56 PM | Log Source Time
AccountDomain {custom) WORKGEROUR

Action {custom) aciive

Agentid {custom)

b024add3ffoc 14245602821 belefel0221273baa

Category Description {custom)

MNew Suspicious threat detected - machine mo-win10-pc1

File Hash {custom)

2024080410303ad 1202, difidG882026234de

File Path {custom]

\Device'Harddisk\olumeZ2!Users'\admin|DeskiopNL_Test_Samples|CryptoLocker_Symptomatic.exe

Filename (custom)

CryptoLocker_Symptomatic.exe

Hostname [custom)

mo-win10-pet

Service (custom)

Threat Classification (custom)

Matware

Threat Count (custom)

2z

Threatid {custom)

574488337315486026

UNIX path name (custom)

A

Domain

Default Domain

Source and Destination Information

Source IP Destination IP

Source Asset Name NiA Destination Asset Name
Source Port o Destination Port

Pre NAT Source IP Pre NAT Destination P
Pre NAT Source Port o Pre NAT Destination Port
Post NAT Source IP Post NAT Destination IP
Post NAT Source Port o Post NAT Destination Port
Source IPvE 0:0:0:0:0:0:0:0 Destination IPvE

Source MAC 00:00:00:00:00:00 Destination MAC

To use predefined SentinelOne filters:

The SentinelOne DSM comes with SentinelOne predefined saved filters.

1.

2.

3.

In the QRadar Console, click Log Activity.

Click Search and select New Search.

IBM QRadar

Dashboard

Search._ ¥ Quick Se

Offenses

Log Actiity

arches ¥ 7 Add Fiber Save Crileria

E sove Resulis o

I ; '\IE'.'.'Eeard"I

Ly Edit Search

Manage Search Results |

Rules ¥ Actions 7

In Type Saved Search or Select from List, enter Sent i nel One.

SentinelOne
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Custom Properties

e Search Resuls c_r

Saved Searches  Group/Selecta group...

Type Saved Search or Select from List
sentinel
_ﬂ\','ailable Saved Searches

SentinelOne - System Activity logs audit

SentinelOne - Malware by source ip
SentinelCne - Malware Events by username
SentinelOne - Malware Events file path
SentinelOne - Raw Syslogs

4. Select one of the predefined saved filters.

5. Click Load.

IBM QRadar

Dashboand Offenses Log Activity Network ACtvity

Search._ ¥ Quick Searches ¥ G Add Fiter S

s g Cancel %, False Pasilive  Rules ¥ Actians ¥

Advanced Search = || %elect "Filename”,

OURCETYPENAME (devicetype), *T

Start Time | 2/26/2019 || 454PM - | End Time | 3/5220

View. Select An Option: | =~ Display: Default (Mormalized

Using Search: SentinelOne - Events |
* Current Stafistics

Top 10 F by :_devicetype Results By Count C]

‘Value to Graph: | Count ¥ | Chart Type: Pie Chart ¥ | Display Top: |10 ¥

2/26/10 4:54 PM - 3/6M10 4:54 PM

40%
5%
* Legend
iexplore.exe - exploit attempt (interactive session) ) Thunderbird Vulnerable[Bl docm ([ fjauto_update vbs ([ systemcore.exe [ Unknown file Cryptolocker\/3.symptomatic. exe
) 771424 TETid228808 482007 abGcd 8aa1 0f0b06 e 17d58202d225 2082056370 [ Cerberexe 25fb=B372040301 2545 871028210451
[ ] 50817 5] 1dca20ea7d34cT22eeTi0becilTe
(Hide: 4
Filename logsourcetypename_devicetype FIRST_Threat_id FIRST_|
weil 2xe SentinelOne 574402420453130780 demo
VCWSIE. SentinelOne 5873752075048 4 user
EpicGamesLauncher.axe SentinelOne 574844542060015742 Thomas
Thunderbird Vulnerable (002).docm SentinelOne 574510518486501085 WiniWictim
eicar{1].com SentinelOne 574405300567312103 demo
wowbut.exs SentinelOne 572351447118201423 user
Zuldad.dll SentinelOne S7082T040323021233 user
yimectd df SentinelOne 5717 3806836273 user
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For example, if you selected the Events Filename filter, double-click a filename for more details.

|Hsave criteria ([ Save Resuls s Rules ¥ Acions ¥

Search._ ¥ Quick Searches ¥ S Add Fiter

Advanced Search ~ | [SELECT * FROM events WHERE (LOGSOURCETYPENAME ( devicetype ) = "SentinelOne’ AND Filename IS NOT MULL ) AND Filename &nbspi= "Thunderbird vul @ Search
Start Time | 2/26/2019 = || 434PM ~ | End Time | 3/5/2019 = | 454PM = || Update
View: Select An Opfion: |~ Display: Default (Mormalized) |~  Results Limit —
Completed
* Current Statistics
Records Matched Over Time
2/26/M8. 454 PM - 3519, 4:54PM ¥
z
o
Fab 27 2:00 FM Fzh 28 2:00 FM Mar 1 2:00 PM Mar 2 2:00 PM Mar 3 2:00 FM Mar 4 2:00 PM Mar § 2:00 PM
Update Detais)
i Chart
starttime protocolid sourceip logsourceid qid P identityip destinationip  destinationpor  category username
1551795148281 | 255 T2 1002250045 0 1 2 0.000 i} 18001 Win10Victim
1551795178622 | 255 T2 1002250032 0 1 4 0.00.0 0 7005 Win10Wictim

7. Double-click an event row for specific details about that event.

SentinelOne SentinelOne for QRadar v3.5.x
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[]Returnto Event List  [§ Offense @) Map Event 94, False Positive |—_b Extrasct Property

Event Information

QFrevous @ Next  EiPrint f§) Obfuscaion ¥

Event Name THREAT_STATUS_GHANGED
Low Level )
Benersl Audit Evant

Category
Event
Event
Magnitude 2 ‘ Relevance | 1 | Severity | 1 | Credibility 5
Usemame Win1victim
Start Time Mar 5, 2018, 4:12:26 FM ‘ Starage Time | War 5, 2018, 4:12:28 PM | Log Source Time | Mar 5, 2018, 412:26 PM
AccountDomain | \yogueroue
(custom)
Pction jcustom) | actve

ntic {custom) | EOFF25835014411B8AT00DB4FT531 CO400000000
Age
Category
Description Threst status changad
(custom)
File Hash 4 05b3148623
{eustom)
f&*sm \Deies HardoizkVinume 3 UsersiWin 1 0Victim| AppDiatalL = schel Content Outlook! JOO0E4X 3 Thunderbird Vulnarabia (003) doem
Filename Thundersird Visnerable (002).doem
{eustom)
Hostname DESKTOR-37T.HAM
(custom)
Service (custom)
Threat
Classificaion | Malwars
(custom)
Threat Count 1
{custom)
Threat id 574316512456501035
(custom)
UNIX path name NiA
{custom)
Domain Default Domain

Source and Destination Information

Source IP Destination IP
Source Asset Name hiA Destination Asset
ame

Source Port o Destination Port

Pre NAT Source IP Pre NAT Destination IP

Pre NAT Source Port | 0 Pre NAT Destination
Port

Post NAT Source IP II::OEt HNAT Destination

Post NAT Source Port |0 Past NAT Destination
Port

Source IPvE 0:0:0:0 o Destination IPvE

Source MAC 00:00:00:00:00:00 Destination MAC

Payload Information

‘uﬂ hex | base+

Wrap Test

SentinelOne
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4. The SentinelOne App for QRadar

To mitigate SentinelOne logged events in the QRadar Console:
1. Make sure the QRadar Console is installed and running.
Add SentinelOne as a log source for QRadar [9].
Install the SentinelOne App in QRadar [21].

2

3

4. Generate an API Token [27].

5. Add your SentinelOne Management Console to the SentinelOne App [28].
6

View and mitigate SentinelOne events that appear in the App [29].

4.1. Installing the SentinelOne App in QRadar

The SentinelOne App enables you to mitigate threats from the QRadar Console instead of performing
them from the SentinelOne Management Console.

Note: The SentinelOne App is not supported on Internet Explorer.

Important: If you have an earlier version of the SentinelOne App for QRadar, you must remove it
before you install the new app. Go to Upgrading From the Beta Version [34] and follow the
instructions.

To install the SentinelOne App:
1. Download the SentinelOne App ZIP file available on IBM App Exchange.

2. Log in to the QRadar Console as an Admin.

3. From the Main menu, click Admin.

» System Configuration | i) There are no changes to deploy. |

System Configuration

y agn y
: @ € ! s G % L o
_ Auto Update Backup and Recovery Global System Index Management Aggregated Data MNetwork Hierarchy System and License System Health
¥ Notifications Management Management
Apps
= r s
= 0 | X
@ [ | & ‘{} E He
Store and Forwar Centralized Crad

System Settings Asset Profier sntisls  Forwarding Destinations Routing Rules

L’y; * ()

Domain Management |  Extensions Management | Resource Restrictions
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5. In the window that opens, click Add.

Extensions Management I_SE-:HJ‘ by extension name la IBM Security App Exchange )

Add
ALL ITEMS INSTALLED NOT INSTALLED
Name Status Author Added On b

No items to display

6. Inthe window that opens, click Browse. Browse to the location of the downloaded SentinelOne
App file.

If you do not see this option, make sure you have the required Admin permissions.
Extensions Management IBM Security App Exchange

ALL ITEMS Ik ALLED

Name Status Author Added C -

No ltems lo disp

Add a New Extension

From local storage:

| f Elrcwsek

Install immediately

7. If you want to immediately install the app, skip to Step 10.

If you want to add the SentinelOne App to the Extensions Management list but install it later, do
not select Install immediately. Click Add.
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Extengions Management

pp Exchange 1@
ALL ITEMS INSTALLED NOT INSTALLED “

Name Status Author Added On =

I QRadar Le:

I App Authorization Manager nstalled

I QRadar Assista

uroe Management nstalled

nstalled

Add a New Extension

From local sterage:

[SentineiCne App-20190307100050.2ip Srows=

[ install immeiately

Extensions Management Search by extension name Q IBM Security App Exchange @
Add
ALLITEMS INSTALLED NOT INSTALLED

Name Status Author Added On A4
SentinelOne App for QRadar - v.3.5.0{Beta) fik Mot Installed Santinelone March 10, 2018

I QRadar Log Sourse Management nstalled BM QRadar March 7, 2018

I App Autharization Manager nstalled BM QR adar March 7, 2019

I ‘QRadar Assistant App nstalled BM QRadar March 7, 2010

8. Select SentinelOne App for QRadar.

Extensions Management | Search by extension name Q IBM Security App Exchange @
Add
ALLITEMS INSTALLED NOT INSTALLED

Name Status Author Added On -
SentinelOne App for QRadar - v3.5.0{Beta) ik Mot Installed SentinelOne: March 10, 2018

I QRadar Log Source Management nstalled BM QRzdar March 7, 2018

I App Authorization Manager nstalled BM QRadar March 7, 2018

I ‘QRadar Assistant App nstalled BM QRadar March 7, 2019

9. In the box that opens, click Install.
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Extensions Management Search by extension name

ALL ITEMS INSTALLED NOT INSTALLED

Name

SentinelOne App for QRadar - v.3.5.0(Beta)

SentinelOne is a next-genaration endpoint sacurity product used to protect against all threat vectors. Keap known and
unknown malware and other bed programs out of endpoints. SentinelOne combines dynamic whitelisting and blacklisting
with advanced static prevention in the form of deep file inspaction to block threats before they have a change to impact
your endpoints Detect and Contain Threats On Execution Lightweight agent maritors all actiity and applies machine
learming to dynamically detect the most advanced attacks, including explaits, fileless, and sophisticated makware. Upon
detection of a new threat, SentinelOne stops its progress by disconnecting the infected device from the

network Immunize Endpoints Post-Execution Use poiicy-based mitigation to respond to incidents. Afier Stopping attacks,
quickly roll back modifications and auto-immurize your endpoints. A 380-degree view of endpeints and threats from
inception ta termination powers forensics and policy enforcement

.

I QRadar Log Source Management

{Mor= Details...}

I App Autharization Manager

I QRadar Assistant App

Q
Status Author
[ Not Instalied SentinelOne
nstalled BM QRadar
nstalled BM QRadar
nstalled BM QRadar

|BM Security App Exchange @
Added On -
Marech 10, 2010
March 7, 2018
Maren 7, 2018
March 7, 2019

You can click More Details to see more information and the installation files.

Extensions Management | Search by extension name

ALL ITEMS INSTALLED NOT INSTALLED

Name

SentinelOne App for QRadar - v.3.5.0(Beta)

SentinelOne is a next-genaration endpoint sacurity product used to protect against all threat vectors. Keap known and
unknown malware and other bed programs out of endpoints. SentinelOne combines dynamic whitelisting and blacklisting
with advanced static prevention in the form of deep file inspaction to block threats before they have a change to impact
your endpoints Detect and Contain Threats On Execution Lightweight agent maritors all actiity and applies machine
learming to dynamically detect the most advanced attacks, including explaits, fileless, and sophisticated makware. Upon
detection of a new threat, SentinelOne stops its progress by disconnecting the infected device from the

network Immunize Endpoints Post-Execution Use poiicy-based mitigation to respond to incidents. Afier Stopping attacks,
quickly roll back modifications and auto-immurize your endpoints. A 380-degree view of endpeints and threats from
inception ta termination powers forensics and policy enforcement

Contents:
» (0 Custom Applications (1}
» [0 Custom Agplications {1}

admin

Date:
March 10, 2019
Version:
+.23.5.0(Batz)
Supported Languages:
en_Us
Signed:
Mot signed
Support:
Contact the extension's author
{Cradar@SentinelOne.com)
Beta

I QRadar Log Souros Management
I App Authorization Manager

I QRadar Assistant App

a]
Status Author
[ Not Instalied SentinelOne
nstalled BM QRadar
nstalled BM QRadar
nstalled BM QRadar

|BM Security App Exchange @
Added On -
Marech 10, 2010

March 7, 2019

March 7, 2018

Maren 7, 2018

10. To immediately install the app, select Install immediately and click Add.
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ALL ITEMS

Name

Extensions Management

1.

I QRadar Log Source Management

I App Authorization Manager

I QRadar Assistant App

Status Author

nstalled BM QRadar
nstalled BM QRadar
nstalled BM QRadar

Add a New Extension

From local storags

SentinelOne App-20180307190059 zip Browse

EM S=curity App Exchangs @

Added On =

March 7, 2010
March 7, 2019

March 7, 2018

s
In the window that opens, click Install.
Extensions Management e esche = 4 BM Security App Exchange @
ALL ITEMS NSTALLED NOT INSTALLED “
Name Status Author Added On -
SentinalOne App for QRadar - v.3.5.0(B=f March 10, 2010
SentinelOne App for QRadar - v.3.5.0(Beta)
By: SentinaiOne
=R By installing this exaansion, the following changas will sosur in the system (e, 2
Custom Applications (1)
App Authorizafion Manager March 7, 2018
SentinelOne ADD
I QRadar Assistant App March 7, 2018
== | | Cancel

The installation might take a couple of minutes.

12. When you see the message that the extension installed successfully, click OK.

SentinelOne
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Extensions Management BM Security App Exchange
ALL ITEMS NSTALLED NOT INSTALLED “
Name Status Author Added On -
I SentinelOne App for QRadar - v3.5.0(5] 0.2018
SentinelOne App for QRadar - v.3.5.0(Beta)
I By: SentinelOne = o
The extension has been installed successfully. Fiease review the install summary:
This estension contsins ane or more soplications. In order for sl new user interface ements to sppear and function comectly, it
I App Autharization Manager is necassary to refresh your browser. [t may siso be necessary to caar your browser cache. Mareh T, 2019
pp Authoriza anag arch 7, 2019
Custom Applications (1)
March 7, 2019
I SenfnelOne INSTALL
Extensions Management | | Search by extension name a | IBM Security App Exchange @
ALLITEMS INSTALLED NOT INSTALLED “
Name Status Author Added On -
i T
I SentinelOne App for QRadar - v3.5.0{Beta) i, Installed SentineiOne March 12, 2018
T ] ] ]
I QRadar Log Sourpe Management nstalled BM QRadar Maren 7, 2018
I App Authorization Manager nstalled BM QRadar March 7, 2018
I QRadar Assistant Aop nstalled BM QRadar Mareh 7, 2018

13. Exit the Extensions Management window.

14. Click Deploy Changes or refresh the QRadar Console screen.
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IBM GRadar

Offenses

Admin

» System Configuration 1, There are undeployed changes. Click "Deploy Changes' to deploy them. Wiew Details
# Data Sources System Configuration

Remote Metworks and Q ( I Ay y

Services Configuration L e

o #uto Update Bachkup and Recovery Global System Index Management Aggregated Data

ry it out Motifications Management
> Apps
+
H
& e ) P &)
Forwarding Destinations Routing Rules Diomain Management Extensions Management Resource Restrictions

You should see the SentinelOne tab in QRadar.

= IBM QRadar

4.2. Generate an API Token

To use the SentinelOne App, you must generate an API token from the SentinelOne Management
Console.

Important: If you have multiple SentinelOne Management Consoles, you must generate an API Token
for each one.

The API token you generate is time limited. To regenerate a new token (and invalidate the old one), log
in with the dedicated SentinelOne account. You do not need to create a new account.

To generate an API Token:

1. In your Management Console, click Settings > USERS.

COMFIGURATION MOTIFICATIONS |J5:F\'S|§

2. Find your user and click its edit button.

If you want to create a new user for QRadar integration, follow the steps in
Creating New Management Console Users and then log in to the new user.

Note: A user with a role of Site Admin can mitigate threats from the QRadar Console. A user with
a role of Site Viewer can view threats but cannot take action.

Note: You can generate a token only for your own user.

CONFIGURATION NOTIFICATIONS USERS INTEGRATIONS POLICY OVERRIDE SITES

O a1234@a com Eyal Test Site admin Eyal SentinelOne Feb 20th 2017 13:42:29 Disabled E
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The Edit User window opens.

3. In the API Token section, click Generate.

APl Token Genegrate

“E

If you see Revoke and Regenerate, you already have a token. If you revoke or regenerate it,
scripts that use that token will not work. There is no confirmation. Revoke removes the token
authorization. Regenerate revokes the token and generates a new token.

If you click Generate or Regenerate, a message shows: This is the last tinme you can
see this token. It shows the token string and the date that the token expires.

I APl Token b

‘ This is the last time you can see this token.

2814957599651442944XFL7RYcMn2xTAbZVATpg 7 4dJRNItkzznliJOpGs

24 5 ’ Terms of Service

€ Back
4. Copy the token or click Download to save it.

4.3. Adding SentinelOne Management Consoles to the SentinelOne
App

To use the SentinelOne App, you must add each SentinelOne Management Console as input for the
SentinelOne App.

To add a SentinelOne Management Console in the SentinelOne App:

Note: If you have more than one SentinelOne Management Console, repeat this procedure for each
one.

1. Click the SentinelOne tab of the QRadar Console.

= IBM QRadar

If you are adding a second SentinelOne Management Console, click the SentinelOne tab of the
QRadar Console, and click Settings.
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IBM QRadar

Dashboard Offensas Lag Activity Natwork Acthity Assals SantinelOna

) sentinelOre | 4 Analyze O Network  }it Settings

2. Click Create New Input.

3. Inthe window that opens, enter:

* Name - The name of the SentinelOne Management Console as it will show in the QRadar
Console.

* URL - The URL of the SentinelOne Management Console. For example: ht t ps: //
Xyz.senti nel one. net.

» API Token - The SentinelOne API token generated in the SentinelOne Console.

» SSL Verification - The default is selected. We strongly recommend you keep this selected to
use server certificate verification.

4. Click Add.

4.4. Using the SentinelOne App

The SentinelOne App shows threats collected from your different SentinelOne Sites. The data is from
real-time API requests.

To see and filter threats:

By default, all threats from all sites are shown.
1. Click SentinelOne > Analyze.

2. To view threats from a specific site, select the site from the Site menu.

System Time: 3023 P

Scope purple |Sie All -
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3. To find specific threats, use the Filter and Search options, and click Apply.

omosz0te 1026 oriosz2018 1020
0052019 1005 oriosz019 10112

[ @ orosaota ez orosaonotes

ooszote 0822

9

JR— -
L] S
0 = oeszowesse  owsaowesse  menek

o050t 0015 oosz019 00115

4. Click a threat name to view more details about that threat.

To mitigate a threat:

1. Click SentinelOne > Analyze.

2. Click an item link (for example, a file name) to see its details.

3. Optional: Click Google or Virus Total to see if the hash is known.

4. Click Actions.

Signer antity

roup:

Wanagement

5. Select a mitigation option.

Mitigation Options:

Indicators

This binary uses non-standard DOS stubs.
Hiding/Stealthiness

This binary may contain encrypted/compressed info as measured by high
sections (>6.8)

General

This binary creates a System Service

Mark as Benign
Mark as Threat

il

Quarantine
Un-quarantine
Remedate

Rolback Remediation
Resolve

* Mark as benign - For false positives. Adds the item to the whitelist, marks the threat as resolved,

and removes it from the Dashboard view.

¢ Mark as threat - Defines the item as a threat in the Dashboard.

« Kill - Stops processes. Active content in documents, executables, and sub-processes are stopped.
The Agent enables Kill for processes that act against normal endpoint behavior or do not fit the

actions of the application the process is hiding in.

SentinelOne SentinelOne for QRadar v3.5.x
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* Quarantine - Stops processes, encrypts the executable, and moves it to a confined path.

If a threat is known, the Agent automatically kills the threat before it can execute. The only
mitigation action for you is Quarantine.

» Un-quarantine - Removes a file from quarantine.

* Remediate - (Windows and macOS) Stops processes, quarantines binaries, removes linked
libraries, deletes seed files, and restores configuration of the OS, application, and user settings to
the state before the attack began.

* Rollback - (Windows only) Restores the endpoint to a saved point.

This option is best for ransomware mitigation and disaster recovery. It can remove legitimate work
done since the last VSS snapshot.

* Resolve - Removes the threat from the Dashboard.

To see and filter endpoints:
1. Click SentinelOne > Network.

2. Use the Filter and Search options to find specific endpoints, for example, of a specific OS.

3. Click Apply.

4. Click an endpoint name to view the endpoint details, and threats associated with the endpoint.

To run an action on an endpoint:
1. Click SentinelOne > Network.

2. Use the Filter and Search options (and click Apply) to find specific endpoints on which you will
run the action.

3. From the SentinelOne API Network tab, click an endpoint. You see the details of that endpoint
and its network status.

4. Click Actions.
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Gonaral Network Adaptors

Hama » Adcrn
Ageni Version: Conaom cannectvity e
Sean Suatus: Nt stanus:
Memaey: 2 Subscribed f
cPu; Canscin visibie 1
Corm Coust: 1P Kddrass:
[T — e
Threats
Status File Hame Endpoint Created Updated e Glassification Ation Done
L1 ] | deikton sirg-macss-vnl 0L 0721 R0V 07 ABC-Corp Mabaws
0 = | deskiop mirg-maces-vmi 12052018 1551 12052015 1552 ABC-Cern Bntign
> ] 5] deskiop mg-macesm 12052019 1250 12052019 1302 ABC-Corn Benign
1] 5] deskiop rirg-macasmm1 12062013 1250 12062018 1302 ABC-Comp Matwarn
(1] 5] deskinp rirg-macosvm) 12062019 1250 12062019 1302 ABC-Corp CSX Matware
u 5 deaktop mirg-macos-vm1 VOLINP 1203 12053019 1303 ABC-Conp "
=] Cuskinp eirg-maces-vm1 UL 1203 UL 1203 ABC-Corp pssrie hristic

5. Select an action.

Actions:

* Full Scan - Scans the SentinelOne Agent installed on this endpoint. Finds dormant suspicious
activity, threats, and compliance violations, that are then mitigated according to the policy.

» Abort Scan - Stops scanning the SentinelOne Agent installed on this endpoint.

» Fetch Logs - Generates logs of SentinelOne Agent activity on this endpoint.

» Disconnect - Disconnects the endpoint from the network. The endpoint can communicate only with
the SentinelOne Management Console but not with other components on the network.

To manage SentinelOne Consoles integrated with QRadar:

1. Click SentinelOne > Settings to see a list of SentinelOne Management Consoles integrated with
QRadar.

2. If you have more than one SentinelOne Management Console, to integrate a new one with
QRadar, click Create New Input.

3. Toremove the integration of a SentinelOne Management Console, click delete.
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To view threats in the SentinelOne Management Console:

Open the SentinelOne Management Console for more features. For example: Perform more actions
on endpoints, view threat attack story lines, and run administrative actions. For a video tour of the
Management Console, click here.

1. Click SentinelOne> Analyze.
2. Click an item you want to view from the SentinelOne Management Console.

3. Click the SentinelOne Console button.

i) sentintelOne Console
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5. Upgrading From the Beta Version

Important: If you are upgrading from the Beta version, you must first follow this procedure BEFORE
installing the latest SentinelOne DSM and App.

1. Uninstall the existing SentinelOne DSM.
1. Select Admin from the Main menu, and click Extensions Management.
2. Select the SentinelOne DSM from the list, and click Uninstall.

2. Uninstall the existing SentinelOne App.
1. Select Admin from the Main menu, and click Extensions Management.
2. Select the SentinelOne App from the list, and click Uninstall.

3. Delete the existing SentinelOne Dashboard.
1. Click Dashboard and select SentinelOne Dashboard.

2. Click Delete Dashboard.

— IBM QRadar

Dashboard Offenses Log Activity Neatwork Activity Assels Reports SentinelOne

Show Dasnmarcli SantinelOne Dashboard v Mew Dashboard [ Rename Dashboard | () Delete Dashboard |  Add ltem... ¥

4. Delete all SentinelOne saved searches.

1. Click Log Activity > Search > New Search.

IBM QRadar

Dashboard Offenses Log Activity Metwork Acthvity

Search.. ¥ Quick Searches ¥ Y Add Filter | Save Critedia [

New haarch
Edit Search

Manage Search Results

2. Filter the list of Available Saved Searches for SentinelOne.

3. Delete all SentinelOne saved searches.
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IBM QRadar

Dashboard Offenses Log Activity Network Activity

" Manage Search Results ] Manage Custom Properties

SENEE}[ Searches Group: Select a group... |Manage Groups

Type Saved Search or Select from List

sentinelone

Available Saved Searches

SentinelOne - System Activity logs audit

SentinelOne - Events Filename

SentinelOne - Malware by source ip
SentinelOne - Malware Events by username
SentinelOne - Malware Events file path

5. Install the SentinelOne DSM for QRadar. Go to Installing the SentinelOne DSM in QRadar [6] and
follow the instructions.

6. Install the SentinelOne App for QRadar. Go to Installing the SentinelOne App in QRadar [21] and
follow the instructions.
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6.1. Configuring the Syslog Format
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The Syslog output generated by SentinelOne must be properly parsed to create meaningful and valid
log entries in QRadar. The DSM integration maps SentinelOne IDs to QRadar fields. The IDs are
from SentinelOne API, version 2.0.

NOTE

The Syslog format uses a pipe (| ) as a delimiter. In this article, it is not a code
symbol for "or". Enter the pipe as a shown.

Syntax:

CEF: 2| Senti nel One| Mgnt | OS| event | D] event Nane| event Severity| Detail s

Valid Values
Field Description Valid Values Mapped QRadar
Field
Format type Use CEF, version 2, for CEF: 2 Event Category
and version integration with SentinelOne.
SentinelOne The Company field is hard- SentinelOne Sent i nel One
coded tn SentinelOne.
Mgmt SentinelOne component and Myt Slenvi ronnment
version.
(O] Short name of the operating W ndows SlosNane
system of the endpoint. Li nux
cs X
eventlD Unique ID Of the event. This is integer Event 1D
matched to the QRadar Event
IDs.
eventName Readable text to complement the string Event Desc
ID and to headline the event in
text.
eventSeverity Threat level, according string
to SentinelOne intelligence,
mapped to the RFC 3164
severity values.
Details Available on certain alerts, in See next table
standard and custom QRadar
variables, for correlation when
possible.
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6.2. Finding SentinelOne Events

To add SentinelOne events to the QRadar logs, you need a list of the SentinelOne event names and
ID numbers.

To see a complete list of SentinelOne events:
1. Open the SentinelOne Management Console.

2. Click the Help menu > API Doc.
T oA |

Help Portal

Help

APl Doc

About

3. Click API REFERENCE.

() sentinelone” MGMT API

OVERVIEW

MANAGEMENT SDK

APl REFERENCE

4. Click Activities > Get activities types.
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OVERVIEW

Get activities types

MANAGEMENT SDK
webfapifiv2 Ofactivitiesftypes
APl REFERENCE

Accounts

Activities

Get activities types Test this endpoint

Get activities

RUN ON CONSOLE
Agent Actions

5. Click RUN ON CONSOLE.

The list of activities opens. For example, ID 48 is the event Agent Recommissioned.

iissioned”,

"Agent {{ computer name }} automatically d

"action™:| "Agen

ge
“descriptionTemplate”: 1} automatically r

"action™: "Agent Request Uninstall®,
“descriptionTemplate™: “"Machine named: {{ computer name }} regques
ted to wninstall SentinelOne agent.™,

"id": 49

I

6.3. Regular Expressions for Mapping

Regular Expressions for QRadar Mapping

Field Regular Expression
Event Category (CEF):2
S1environment CEF:2\|SentinelOne\|(\w+)\|.+\|.+\[.+\|.+\|
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Field Regular Expression
S1osName CEF:2\|SentinelOne\|.+\|(.+)\[.+\|.+\|.+\|
Event ID CEF:2\|SentinelOne\|.+\|.+\|(\W+)\|.+\|.+\|
EventDesc CEF:2\|SentinelOne\|.+\|.+\[.+\|(.+)\].+\|

Log Source Time

\srt\=\#arcsightDate\(\S+)\s(\d+)\s(\d+\s(\d{1,2)\:(\d{1,2})\:\d{1,2})\)

Source IP \ssrc\=(\d{1,3\.\d{1,3\.\d{1,3\.\d{1,3})
Source Port \sspt\=(\d{1,5})
Source MAC \ssmac\=((?:[0-9a-fA-F{2}\:){5}[0-9a-fA-F]{2})

Destination IP

\sdst\=(\d{1,30\\d{1,30\d{1,3\.\d{1,3})

Destination Port

\sdpt\=(\d{1,5})

Destination MAC

\sdmac\=((?:[0-9a-fA-F1{2}\:){5}[0-9a-fA-F]{2})

Username \sduid\=(\d{1,10})

S1sourceHost \sshost\=(\S+)

S1deviceHost \sdvchost\=(\S+)

S1devicelP \sdvc\=(\d{1,30\.\d{1,3\.\d{1,3\.\d{1,3})
Protocol \sproto\=(TCP|UDP|ICMP|GRE)

S1destService

\sdestinationServiceName\=(\S+)

S1eventCat

\scat\=(\S+)

SentinelOne
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7. Troubleshooting

Basic SentinelOne App troubleshooting before | open a Support ticket

Here are some solutions to troubleshoot this issue. Do them in the order listed until the problem is
solved.

1. See if the Deploy Changes button appears in the QRadar dashboard. If it does, click it.

2. Earlier versions of the SentinelOne app should be removed before you install a newer version.
Check whether there are two versions of the SentinelOne app installed. (In the QRadar Console,
click the Admin menu and click Extensions Management to see a list of installed extensions.) If
there is more than one SentinelOne app installed, uninstall both of them and reinstall one.

3. Uninstall and reinstall the app.

Why do | not see any SentinelOne events?

Here are some solutions to troubleshoot this issue. Do them in the order listed until the problem is
solved.

1. See if the Deploy Changes button appears in the QRadar dashboard. If it does, click it.

2. Check the Log Source configuration settings. In the QRadar Console, click the Admin menu and
click Log Sources. Make sure Log Source Extension is set to the SentinelOne extension.

3. Check the Syslog settings. In the SentinelOne Management Console, click Settings >
Integrations > Syslog. Make sure that Formatting is set to CEP2.

4. Contact SentinelOne Support.

Why do | see an Unknown event?

An Unknown event is collected and parsed, but is not mapped or categorized to a specific log source.
If you see a SentinelOne log event marked as Unknown, you can manually add it to the QRadar
system using the correct SentinelOne activity type and ID. For a list of SentinelOne activity types, see
Finding SentinelOne Events [37].

What information should | submit to SentinelOne Support when opening a ticket?

1. URL of your SentinelOne Management Console.

2. QRadar version and build number. This information is available from the QRadar Console. From
the Dashboard tab, select Help >About.

3. The SentinelOne DSM version, and SentinelOne App version, installed on the QRadar Console.
a. Log in to the QRadar Console as Admin.
b. From the Admin tab, in the System Configuration group, click Extensions Management.

c. Search for the SentinelOne extensions, and write their version numbers.
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4. A detailed description of what occurred, and how to reproduce it.
5. What you expected compared to what you saw.
6. A screen capture showing the issue or on-screen error message.
7. A screen capture of the log source configuration.
a. Log in to the QRadar Console as Admin.
b. From the Admin tab, in the Events group, click Log Sources.
c. Double-click the log source to open the edit screen and take a screen capture.

8. A screen capture of the incorrect event. Double-click an event in the Log Activity tab to view the
Event Summary, and submit a screen capture.

9. Steps taken by the user or administrator to try and resolve the issue.
10. The QRadar support package tar.gz file.
a. Using SSH, log in to the QRadar Console as the root user.
b. Run:sudo /opt/qgradar/support/get |ogs.sh -a
c. Attach the generated / st or e/ LOGS/ XXXX. t ar . gz file to the support ticket.
For example: | ogs_qr d-dev-test3_20190505_3620c115.tar. gz

11. An export of the log files.

o

Log in to the QRadar Console as Admin.
b. From the Admin tab, click System and License Management.

c. Select the QRadar appliances that you want to collect logs from in the user interface. If you do
not select any appliance, the default action is to collect logs from the QRadar Console.

d. Select Actions > Collect Log Files.

e. Click Collect Log Files. The log collection process starts and the status bar will update when
log collection is complete.

f. Click Download and save the file.
g. Attach the log to your support ticket.

12. A Full XML export from the Log Activity tab on the QRadar Console. Explain the events that
appear to be parsing incorrectly in the description of your service request.

a. From the QRadar Console, click the Log Activity tab.

b. Click the View drop-down and select a time interval.

c. Review the filtered events to ensure that it contains your issue or concern.

d. From the navigation menu, select Actions > Export to XML > Full Export (All Columns).

e. Attach the XML event export.
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Checkl i st before sending enail to Sentinel One Support:

The email to Sentinel One Support includes:

URL of the Sentinel One Managenent Consol e

QRadar version and build nunber

Sent i nel One DSM ver si on nunber

Senti nel One App versi on nunber

A detailed description of what occurred, and how to reproduce it
What you expected conpared to what you saw

A screen capture showi ng the issue or on-screen error nessage
A screen capture of the |og source configuration

A screen capture of the incorrect event

Steps taken to try and resol ve the issue

Attachnent of the QRadar support package tar.gz file
Attachnent of the exported log files

Attachnent of the XML exported Log Activity tab

— e ——
e e e e e e e e e e e

How do | contact SentinelOne Support?
Phone: +1-855-868-3733 select Option 2
Web: support.sentinelone.com

Email: Support@sentinelone.com
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