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1.0.0

07/2022 Initial Release

Overview

OAuth utilities

The OAuth Utilities package provides tools and utilities to support OAuth for IBM SOAR apps.

Key Features

e A utility to generate an OAuth 2.0 authorization code flow refresh token for an IBM SOAR app.

Requirements

Python Environment

Both Python 3.6 and python 3.9 are supported. Additional package dependencies might exist for each of these packages:

Jinja2>=30.0.0
six>=39.0.0
urllib3>=0.18.2
requests>=0.18.2
flask>=2.0.3
pyOpenss|>=0.18.2
click>=8.0.4

Prerequisites

Utility

: An OAuth 2.0 identity provider service with an app or project

configured to allow user access to a 3rd party application.
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Configuration

o Utility : The following settings must be provided for the OAuth 2.0 service.

client_id
client_secret
scope
token_url
auth_url

Permission

o Utility : The provided OAuth 2.0 configuration settings must have required
access to the 3rd party app.

Installation

Install

You can download the oauth-utils app packages from the IBM Resilient Community or IBM X-Force App Exchange.
Complete the following steps to install the Python package:

1. Ensure that your python environment is up to date, as follows:

pip install —-upgrade pip
pip install —-upgrade setuptools

2. Go to the folder where the downloaded app is located and unzip. For example:

unzip oauth-utils-1.0.0-00001.zip

3. The app zip file contains a python package. Install the package using the following command:

pip install —-upgrade oauth-utils-1.0.0.tar.gz

4. If running in browser mode, install optional python modules using the following command:

pip install —-upgrade oauth-utils-1.0.0.tar.gz[browser]

Package Configuration
Utility: oauth2_generate_refresh_token
Required Settings

The following table provides the settings required to execute this utility. These settings are either read from an app.config
file or provided as command-line arguments.
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Cli usage Description

client_id

Yes

OAuth 2.0
application
or project
client ID.

client_secret

Yes

OAuth 2.0
application
or project
client Secret.

scope

Yes

OAuth 2.0
application
or project
scope.

token_url

Yes

OAuth 2.0
application
or project
token url.

auth_url

Yes

OAuth 2.0
application
or project
authorization
url.

NOTE: The settings are all read either from an app.config file or as command-line arguments. These operations are

mutually exclusive.

NOTE: The settings are read from an app.config file if one is located in the environment. Alternative app.config files can be

selected using the -c or --config_file option.

Arguments

The following table provides additional optional command-line arguments which can be used to execute this utility.

Argument Required Example Description
Browser mode. Use a browser to control the
browser No .
flow and run a callback listener.
config_file No Location of app.config file to override default.
TCP port used for callback url and listener
port No .
(default is 8080).
. Timeout callback listener after timeout
timeout No
(seconds).
The app name to read if more than one app is
app_name No . . .
defined in an app.config file.
Usage
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The OAuth Utilities for SOAR app supplies various subcommands to help with OAuth support for apps in a SOAR
environment.

$ oauth-utils
usage:

$ oauth-utils <subcommand> ...

$ oauth-utils -v <subcommand> ...

$ oauth-utils oauth2_generate_refresh_token

$ oauth—-utils oauth2_generate_refresh_token -b

$ oauth-utils oauth2_generate_refresh_token —-c <path_to_config_file>/app.config -a
<app_name>

$ oauth-utils -h

Tools to manage OAuth for IBM SOAR apps

optional arguments:
-h, ——help show this help message and exit
-v, —-verbose Set the log level to DEBUG

Utility: oauth2_generate_refresh_token

A utility to generate a refresh token for an OAuth 2.0 service (to be used with an IBM SOAR app).

usage: $ oauth-utils <subcommand> ...
$ oauth-utils -v <subcommand> ...
$ oauth-utils oauth2_generate_refresh_token
$ oauth-utils oauth2_generate_refresh_token -b
$ oauth—-utils oauth2_generate_refresh_token —-c <path_to_config_file>/app.config -a
<app_name>
$ oauth-utils -h oauth2_generate_refresh_token
[-h] [-c CONFIG_FILE] [-t TIMEOUT] [-b] [-a APP_NAME] [-p PORT]
[-ci CLIENT_ID] [-cs CLIENT_SECRET] [-sc SCOPE] [-tu TOKEN_URL]
[-au AUTH_URL]

A utility to generate a refresh token for an OAuth 2.0 service (to be used with an IBM
SOAR app) .

The parameters used for the OAuth 2.0 service can be taken either from an app.config
file or manually from the command line.

(For further information please refer to the auth_utils documentation.)

optional arguments:
-h, ——help show this help message and exit
—Cc CONFIG_FILE, —-config_file CONFIG_FILE
Location of app.config file
-t TIMEOUT, —-timeout TIMEOUT Timeout callback listener after timeout (seconds)
-b, —-browser Use browser and listener
—-a APP_NAME, —-app_name APP_NAME
Specify the app name
-p PORT, ——port PORT Specify port for callback url and listener
—ci CLIENT_ID, —-client_id CLIENT_ID
Specify OAuth 2.0 application client ID
—cs CLIENT_SECRET, --client_secret CLIENT_SECRET
Specify OAuth 2.0 application client secret
-sc SCOPE, —--scope SCOPE Specify OAuth 2.0 application scope
—tu TOKEN_URL, —-token_url TOKEN_URL
Specify OAuth 2.0 application token url
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—au AUTH_URL, —-auth_url AUTH_URL
Specify OAuth 2.0 application authorization url

Configure OAuth 2.0 credentials

To use the utility, set up an app or project for an OAuth 2.0 identity provider service
from which you can get the required configuration settings, such as:

client_id
client_secret
scope
token_url
auth_url

The setup procedure varies depending on the provider. This document provides examples for 2 well known services
and . These examples can be used to send email using SMTP.

Google Gmail
Endpoints

Google Authorization endpoint - used by client to obtain authorization from the resource owner.

auth_url=https://accounts.google.com/o/0auth2/auth

Google Token endpoint - used by client to exchange an authorization grant or refresh token for an access token.

token_url=https://accounts.google.com/o/o0auth2/token

Create the new project.

e As the SMTP email user, log in to Google cloud and create a Google cloud project.

e Give your project a name, change the project ID if needed, and click the button.
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Q, Search Products, resources, docs (/)

= Google Cloud

New Project

You have 12 projects remaining in your quota. Request an increase or
delete projects. Learn more

MANAGE QUOTAS

Project name *
[ Outbound Email |

Project ID *
[ outbound-email-356413 & |

Froject ID can have lowercase letters, digits or hyphens. It must start with a lowercase
letter and end with a letter or number.

Location *
[ Mo organisation BROWSE |

Parent organisation or folder

CREATE CANCEL

@ Create Project: Outbound Email 16 minutes ago

SELECT PROJECT

Configure OAuth Consent Screen.

¢ In the APIs and Services section, click OAuth Consent Screen and set the user type to . Click on
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Q, Search Products, resources, docs (/)

API APIs and services OAuth consent screen

Google Cloud & outbound Email

o, .
“+  Enabled APls and services Choose how you want to configure and register your app, including your

target users. You can only associate one app with your project.
it Library

o= Credentials User Type
() Internal @

3 OAuth consent screen
Only available to users within your organisation. You will not need to
Domain verification submit your app for verification. Learn more about user type

@® External @

i Page usage agreements

Available to any test user with a Google Account. Your app will start in
testing mode and will only be available to users you add to the list of test
users. Once your app is ready to push to production, you may need to
verify your app. Learn more about user type

CREATE
<l

e Enter a name for your application and provide an email address where Google might contact you.

Q, Search Products, resources, docs (/)

Google Cloud & outbound Email v

APT APIs and services Edit app registration
«*  Enabled APIs and services © oOAuth consentscreen — ) Scopes — E) Testusers —
i Library O Summary

Or Credentials

B OAuth consent screen App information
Domain verification This shows in the consent screen, and helps end users know who you are and contact
you
=] Page usage agreements
App name *
[ Outbound Email ]

The name of the app asking for consent

User support email *
{ outbemail@gmail.com - ]

For users to contact you with questions about their consent
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Q_ Search Products, resources, docs (/)

Google Cloud & outbound Email *

APT APIs and services Edit app registration
[ Application Terms of Service link J
- 2
% Enabled APIs and services Provide users a link to your public Terms of Service
i Library

Authorised domains @

O~ Credentials
When a domain is used on the consent screen or in an OAuth client's configuration, it must be

pre-registered here. If your app needs to go through verification, please go to the Google Search
¥ OAuth consent screen Console to check if your domains are authorised. Learn more about the authorised domain limit.

Domain verification
+ ADD DOMAIN

o Page usage agreements

Developer contact information

Email addresses *
{ outbemail@gmail.com €

These email addresses are for Google to notify you about any changes to your project.

SAVE AND CONTINUE CANCEL

1
¢ Provide one or more Scopes for Google APIs. Click the button and add
https://mail.google.com/ to the list of scopes. Click and

Manually add scopes

If the scopes that you would like to add do not appear in the table above, you can enter them here. Each scope should
be on a new line or separated by commas. Please provide the full scope string (beginning with ‘https:/"). When you are
finished, click "Add to table’.

https://mail.google.com/

ADD TO TABLE

UPDATE
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API APIs and services

< Enabled APIs and services
i Library

O Credentials

& OAuth consent screen
Domain verification

S»  Page usage agreements

<l

¢ Since a User Type of

7/27/2022

Edit app registration
Scopes EDIT
APl P Scope User-facing description
https://mail.google.com/ Read, compose, send, and permanently delete all your email from Gmail
Test users EDIT
0 users (0 test, 0 other) / 100 user cap 9
= Filter Enter property name or value (]

User information

No rows to display

BACK TO DASHBOARD

is used, you need to add a user who has access to the app. In this example, the test

user is the same as the app user. Click , and add the user. Click and

Test users

+ ADD USERS

= Filter Enter property name or value (7]

User information

outbemail@gmail.com ]
Configure Credentials.
¢ In the APIs & Services section, click and then click
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Q, Search Products, resources, docs (/)

JPI APIs and services Credentials -+ CREATE CREDENTIALS W DELETE

Google Cloud & outbound Email v

o a
**  Enabled APIs and services Create credentials to access your enabled APls. Learn more

i Library

API keys
O  Credentials
[[] MName Creation date
¥ OAuth consent screen No API keys to display

Domain verification
OAuth 2.0 Client IDs

o Page usage agreements
M Mame Creation date -

e Select to create a new client ID then select . The client ID is used to verify
application identify to Google's OAuth servers.
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Google Cloud 2 outbound Email + Q, Search Products, resources, docs (/)
APIs and services &  Create OAuth client ID
Enabled APIs and services A client 1D is used to identify a single app to Google's OAuth servers. If your app runs on
_ multiple platforms, each will need its own client ID. See Setting up OAuth 2.0 for more
Library information. Learn more about OAuth client types.
Credentials LAFP““"'-’" type *
Web application J
DAuth consent screen
Android
Domain verification
Chrome app
Page usage agreements i0s

TVs and Limited Input devices
Desktop app

Universal Windows Platform (UWP)

Google Cloud & outbound Email + Q  Search Products, resources, docs (/)
APIs and services < Create OAuth client ID
Enabled APIs and services A client ID is used to identify a single app to Google's OAuth servers. If your app runs on
) multiple platforms, each will need its own client ID. See Setting up OAuth 2.0 for more
Library information. Learn more about OAuth client types.
Credentials Application type *
{ Desktop app -
OAuth consent screen
Name *
Domain verification I Des i cllesrt 1
The name of your OAuth 2.0 client. This name is only used to identify the client in the
Page usage agreements console and will not be shown to end users,

Mote: It may take five minutes to a few hours for settings to take effect

CREATE CANCEL

¢ When the OAuth client is created you are presented with a screen showing your client ID and secret.
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OAuth client created

The client ID and secret can always be accessed from Credentials in APIs &
Services

e OAuth access is restricted to the test users listed on your OAuth
consent screen

Your Client ID
[ 337895628616-hd4epvvbgv5946auniu9gg7kqpbtuSclj.apps.gc 10 |

Your Client Secret
{GBCSFI-SQE_QIPDjkAHvupruLFkanb-UK n| |

¥ DOWNLOAD JSON

OK

You can now add these credentials and scope to an app.config file or alternatively use as command-line arguments for the
utility.

client_id=337895628616—-h4epvvbqv5946aunlu9qg7kqp6tu5clj.apps.googleusercontent.com
client_secret=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

scope=https://mail.google.com/
token_url=https://accounts.google.com/o/oauth2/token
auth_url=https://accounts.google.com/o/0auth2/auth

e Ensure you are logged out of any Google accounts.
e Execute the utility using the new credentials as command line arguments.

$ oauth-utils oauth2_generate_refresh_token -ci=337895628616-
h4epvvbqv5946aunlu9qg7kgp6tu5clj.apps.googleusercontent.com —cs=GOCSPX-
3QE_9IPDjkAMvup3xoLFkaUfb-UX -sc=https://mail.google.com/ -
tu=https://accounts.google.com/o/o0auth2/token -
au=https://accounts.google.com/o/o0auth2/auth

Running from command line.

Using OAuth2 discrete settings from command-line arguments.

To authorize a token, copy the following URL into a browser and follow the directions
then enter the generated callback URL below:

https://accounts.google.com/o/oauth2/auth?
state=6a3290f368de76e0dc83d7a380ca91e8950a57ff2aabc94c706b3418743e2743&scope=https%s3A%
2F%2Fmail.google.coms2F&client_1d=337895628616—
h4epvvbqv5946aunlu9qg7kqp6tu5clj.apps.googleusercontent.com&response_type=code&respons
e_mode=query&redirect_uri=https%3A%2F%2Flocalhost%3A8080%2Fcallback

Enter callback URL:
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e Enter the URL in a browser, log in as the SMTP email user, and follow the directions by clicking in each

presented screen.

~

& Sign in with Google

Signin

to continue to Outbound Email

Email ar phone

outbemail@gmail.com|

Forgot email?

Create account

& Sign in with Google

QOutbound Email wants access to
your Google Account

a outbemail@gmail.com

When you allow this access, Outbound Email will
be able to

™ Read, compose, send and permanently delete all
your email from Gmail. Learn more

Make sure that you trust Qutbound Email

‘fou may be sharing sensitive info with this site or app. You
can always see or remove access in your Google Account.

Learn how Google helps you share data safely.

See Outbound Email's privacy policy and Terms of Servica.

Cancel Continue

e Eventually the user is presented with an
browser location window.
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vy Q Search

Unable to connect

Firefox can't establish a connection to the server at localhost:8080.

* The site could be temporarily unavailable or too busy. Try again in a few moments.
» |f you are unable to load any pages, check your computer's network connection.

» |f your computer or network is protected by a firewall or proxy, make sure that Firefox is permitted to access
the Web.

e Enter the callback address from the browser location window on the command line.

Enter callback URL: https://localhost:8080/callback?
state=6c98b3fldcc@3245a5f9e525adbacl1983dc26dadebeb497492462aa166e19f0&code=4/0AdQt8q]
MgTnOh42tSkJRafz_uNmJIvOLsanTp9NUoj1YDBRr7oW94nqXADDHD1BIe6Bz6g&scope=https://mail.goo
gle.com/

refresh_token=1//07JEwfJ_7KNbWCgYIARAAGACSNwF—
L9IrH71Z4sT_VsmL4k03rSaW4 fEKKTpetFVhf6dfxDBuPxqB—-KKE2DJEo_8Xo1lhOkfP_RyY

e Add the resultant to the app.config file for the required app.

NOTE: In the example, we used a test user with User Type of . Selecting User Type allows the
application to access the Google API without having to go through the verification process.

See: Setting up OAuth 2.0 with Google Cloud

Microsoft Outlook 365
Endpoints

Microsoft Authorization endpoint - used by client to obtain authorization from the resource owner.

auth_url=https://login.microsoftonline.com/<tenant_id>/oauth2/v2.0/authorize

Microsoft Token endpoint - used by client to exchange an authorization grant or refresh token for an access token.

token_url=https://login.microsoftonline.com/<tenant_id>/oauth2/v2.0/token

App Registration
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¢ As the SMTP email user, log in to the Microsoft Azure Portal and authenticate.

e Under Azure services,clickonAzure Active Directory.

Manage Azure Active Directory

Manage access, set smart policies, and enhance security

with

Azure Active Directory.

e Clickon App Registrations sNew Registration.

Microsoft Azure £ Search resources, services, and docs (G+/)

Home > outbemail

o
)

e Give your application a name.

Click

Azure Active Directory

External Identities

., Roles and administrators

Administrative units
Enterprise applications
Devices

App registrations

Register.

outbemail | App registrations =

- Mew registration &5 Endpoints A2 Troubleshooting () Refresh -\ Downlead Previev

New registration

) starting June 30th, 2020 we will no longer add any new features to Azure Active Directary Authentication Libi
security updates but we will no longer provide feature updates. Applications will need to be upgraded to Mic

All applications ~ Owned applications  Deleted applications

| 2 Start typing a display name or application (client) ID to filter these r... | +? Add filters

For Redirect URI selectWebandenter https://localhost:8080/callback,
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_ Microsoft Azure £ Search resources, services, and docs (G+/)

Home > outbemail >

Register an application

* Name

The user-facing display name for this application (this can be changed later).

| Outbound Email '

Supported account types

Who can use this application or access this API?

@ Accounts in this crganizational directory only (outbemail only - Single tenant)

O Accounts in any organizational directory (Any Azure AD directery - Multitenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)
O Personal Microsoft accounts only

Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

Web v | | httpsy/localhost:8080/callback ~ |

Register an app you're working on here. Integrate gallery apps and other apps from outside your organization by adding from Enterprise applications.

By proceeding, you agree to the Micrasoft Platform Policies

e Copy and save the Application (client) ID and Directory (tenant) ID locally.

obemail@outbemail.on...

= Microsoft Azure £ Search resources, services, and does (G+/) OUTBEMAIL (DUTBEMAILONMI...

Home > outbemail >

g Outbound Email » - X
|/"‘ Search (Cmd+/) I « ]ﬂ Delete @ Endpoints [l Preview features
B Overview
# Essentials
&3 Quickstart
Display name : Qutbound Email Client credential : Add a certificate or secret
#" Integration assistant
Application (client) D : 1c22eBd1-daf0-407e-bS76-0778cc3cd812 Redirect URIs : 1web, 0spa, 0 public client
Manage Object ID 171997ff-bb96-43%e-9006-1c3492482713 Application 1D URI : Add an Application ID URI
9 Branding & properties Directory (tenant) ID : c06fabe3-5dd0-48c9-9a4b-Tedbf1904269 Managed application in |... : Qutbound Email

Supported account types : My organization only

3 Authentication

Authentication

e Under on the left menu, select
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obemail@outbema

= Microsoft Azure £ Search resources, services, and docs (G+/) \OUTBEMAIL (OUTBEMAI

Home > outbemail > Outbound Email

) Outbound Email | Authentication #

|/"\ Search (Cmd+/) | « R_v Got feedback?
B Overview Platform configurations
4 Quickstart Depending on the platform or device this application is targeting, additional configuration may be required such as

. . . redirect URIs, specific authentication settings, or fields specific to the platform.
# Integration assistant

Add a platform
Manage
0 Branding & properties
~ Web Quickstant  Doesc?  [0]
3 Authentication
Redirect URIs

Certificates & secrets
The URIs we will accept as destinations when retumning authentication responses (tokens) after successfully authenticating or signing out users. The redirect URI you

{1 Token canfiguration send in the request to the login server should match one listed here. Also referred to as reply URLS. Learn more about Redirect URIs and their restrictions 7
= APl issi
permissions https://localhost:8080/callback ]il
& Expose an API
Add URI
H#i App roles
B2 Mwunarc
e Select for then click

JZ  Search resources, services, and docs (G+/)

Home > outbemail » Outbound Email

) Outbound Email | Authentication

|;’-‘ Search (Cmd+/) | < &7 Got feedback?
e J—
B overiew D Access tokens (used for implicit flows)
& Quickstart |:| 1D tokens {used for implicit and hybrid flows)

7" Integration assistant
Supported account types

Manage

Whao can use this application or access this API?
=2 Branding & properties
@ Accounts in this organizational directory only (outbemail only - Single tenant)

D Authentication O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

Certificates & secrets
Help me decide...
Il Token configuration

-2 AP| permissions

*
@ Ex AP A\ Dueto temporary differences in supported functionality, we don't recommend enabling personal Microsoft
pose an accounts for an existing registration. If you need to enable personal accounts, you can do so using the manifest

e editor. Learn more about these restrictions.
¥. Approles
&2 Owners .

Advanced settings
4k, Roles and administrators

. Allow public client flows ©

il Manifest publ

Enable the following mobile and desktop flows: |m\]
Support + Troubleshooting -
2 Troubleshooting « App collects plaintext password (Resource Owner Password Credential Flow) Learn more

» No keyboard (Device Code Flow) Learn more

I New support request + 550 for domain-joined Windows (Windows Integrated Auth Flow) Learn more=]

T e

API Permissions

e On the left side under , select

e Click
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Home > outbemail > Outbound Email

/2~ Search resources, services, and docs (G+/)

Home > outbemail > Outbound Email
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- Outbound Email | AP| permissions =

[ search cmd+)

B overview
& Quickstart

#" Integration assistant

Manage

3 Branding & properties

2 Authentication
Certificates & secrets

{I! Token configuration

= API permissions

@ Expose an API

[ P

O Refresh ,QT" Got feedback?

o The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per permission, user, or app. This column may not reflect the value in
your organization, or in organizations where this app will be used. Learn more

Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
all the permissions the application needs. Learn more about permissions and consent

-+ Add a permission + Grant admin consent for outbemail

Add
APLJ Permi Type Description Admin consent requ... Status
~ Microsoft Graph (1)

User.Read Delegated  Sign in and read user profile No

¢ On the Request API permission screen, select Microsoft Graph.

e In Graph API, choose Delegated permissions.

¢ Add the following permissions.

offline_access

SMTP. Send

— Outbound Email | APl permissions =

[ search cmd=p)

#
&

.

F

Overview
Quickstart

Integratien assistant

Manage

=
2

Branding & properties
Authentication

Certificates & secrets

! Token configuration

() Refresh &7 Got feedback?

A\ Youare editing permission(s) 1o your application, users will have to congent even if they've already done so previously.

@ The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per permission, user, or app. This column may not reflect the v
your erganization, or in organizations where this app will be used. Learn more

Configured permissions

Applications are authorized to call APls when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
all the permissions the application needs. Learn mare about permissians and consent

Add a permission /" Grant admin consent for outbemail

-2 APl permissions

& Expose an API APl / Permissions name Type Description Admin consent requ... Status

L App roles “ Micrasoft Graph (3) .

A& Owners offline_access Delegated ~ Maintain access to data you have given it access to MNo -

4. Roles and administrators SMTP.Send Delegated  Send emails from mailboxes using SMTP AUTH. Mo -

fil Manifest User Read Delegated  Sign in and read user profile No e
¢ You need an admin user account to to enable these permissions.
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/2 Search resources, services, and docs (G+/)

Home > Outbound Email > Outbound Email

0 Qutbound Email | Permissions
as Enterprise Application

('_} Refresh  ~ Review permissions ,Q._*’ Got feedback?
2 Overview

m Deployment Plan

Permissions
Manage A L . . . .
Applications can be granted permissions to your organization and its data by three methods: an admin consents to t
Il Properties admin integrating an application and enabling self-service access or assigning users directly to the application. Learn
& Owners To request additional permissions for this application, use the application registration.
& Roles and administrators As an administrator you can grant consent on behalf of all users in this tenant, ensuring that end users will not be rec
admin consent.
&% Users and groups

Single sign-on Grant admin consent for outbemail

Provisioning

O]

oy

Admin consent User consent

Permissions requested
Review for your organization

Outbound Email
App info

This application is not published by Microsoft.

This app would like to:
~~ Maintain access to data you have given it access to
~ Sign in and read user profile

~ Send emails from mailboxes using SMTP AUTH.

If you accept, this app will get access to the specified
resources for all users in your organization. No one else will
be prompted o review these permissions.

Accepting these permissions means that you allow this app to
use your data as specified in their terms of service and
privacy statement. You can change these permissions at
https:/imyapps.microsoft.com. Show details

Does this app look suspicious? Report it here

Cance

Create client secret

¢ On the left side under , select

e Click
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e Enter a name for the client secret.

= Search resources, services, and docs (G+/)

Home > Outbound Email

Outbound Email | Certificates & secrets =

|/"'-‘ Search (Cmd+/)

B overview
& Quickstart

#" Integration assistant

Manage
&3 Branding & properties
3) Authentication

Certificates & secrets

Token configuration

= API permissions

R_" Got feedback?

Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable locatic
scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.

0 Application registration certificates, secrets and federated credentials can be found in the tabs below.

Certificates (0) Client secrets (0)  Federated credentials (0)

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

-+ New dient secret

Descri Expires Value 0 Secret ID

Expose an AP
Add a client secret X
Description I OB Secret |
Expires | Recommended: & months v ‘

(i ] Application registration certificates, secrets and federated credentials can be found in the tabs below. *
Certificates (0) Client secrets (1)  Federated credentials (0)
A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.
New client secret
Description Expires Value (0 Secret ID
OB Secret 1/19/2023 OT480Q~enmvySHpCpub2maxCVdhvEg... T9  4b4a148d-0e07-4c84-b22c-058d446d58ea T jm|
e Save the secret locally. This is be used as the value for the setting/argument.
Authenticated SMTP
¢ Log in to Microsoft 365 admin center as an admin user and go to >
e Select the SMTP user, and click
¢ In the Email apps section, click Manage email apps.
o Verify the setting is checked.
e Click
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< X

Manage email apps

Choose the apps where Outbound Email can access Microsoft 365 email.

n Outlook on the web
B3 outiook desktop (MAPI)
n Exchange web services

' Maobile (Exchange ActiveSync)

B mae
[ —

n Authenticated SMTP £ Help & support

Save changes

You can now add credentials and scope obtained above to an app.config file or alternatively use as command line
arguments for the utility.

client_id=1c22e8d1-daf@-407e-b576-0778cc3cd812
client_secret=0T48Q~enmvy5HpCpub2maQxCVdhvEgowkT1WBbGc
scope=offline_access https://outlook.office365.com/SMTP.Send
token_url=https://login.microsoftonline.com/c06fabc3-5dd0-48c9-9a4b-
7edbf1904269/0auth2/v2.0/token
auth_url=https://login.microsoftonline.com/c06fa6c3-5dd0-48c9-9a4b—-
7edbf1904269/0auth2/v2.0/authorize

e Ensure you are logged out of any Microsoft accounts.
e Using the browser mode option, execute the utility using the new credentials
in the app.config file.

$ oauth-utils oauth2_generate_refresh_token -b
Running with callback listener and web browser.
Reading OAuth2 settings from app.config file /Users/johnpren/.resilient/app.config.
/Users/johnpren/ws/venv_3.6.8_oauth-utils/lib/python3.6/site-
packages/werkzeug/serving.py:469: CryptographyDeprecationWarning: Python 3.6 is no
longer supported by the Python core team. Therefore, support for it is deprecated in
cryptography and will be removed in a future release.

from cryptography import x509
Starting callback listener on port 8080.
Starting browser.

A web browser is launched, and the rest of the process is be completed using the browser.
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¢ In the browser, sign in as the SMTP email user.

B8 Microsoft
Signin

obema|'I@outbemail.onmicrosoft.mm|

Can't access your account?

e Follow the directions by clicking

e The browser is redirected to the callback URL (default port 8080) and is processed by a local listener.

o |f you are satisfied that it is redirected to the correct location, click

BT Microsoft
obemail@outbemail.onmicrosoft.com

Permissions requested

Outbound Email
App info

This application is not published by Microsoft.

This app would like to:
~ Maintain access to data you have given it access to

~ Access to sending emails from your mailbox.

Accepting these permissions means that you allow this app to
use your data as specified in their terms of service and
privacy statement. You can change these permissions at
https://myapps.microsoft.com. Show details

Does this app look suspicious? Report it here
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Learn more...

Go Back (Recommended) Advanced...

localhost:8080 uses an invalid security certificate.
The certificate is not trusted because it is self-signed.

Error code: MOZILLA_PKIX_ERROR_SELF_SIGNED_CERT

View Certificate

Go Back (Recommended) Accept the Risk and Continue

A refresh token is displayed in the browser.

Refresh token

refresh_token= 0 AXkAwGOZvwNBdyUiaS37b8ZBCadHolhzw2nS AXYHeMwi2BKUAPE AgABAAEAAAD--

DLA3VOTQrddglgTWevrAgDs_ wQAIP_2z5Uk20m9r6Ved PeFNWUITQ8g2xxSkGDINDW Y rvn2Ce31jBXzbVIdvOfUGHzPY WuY9U Yi3lobch8X THDLOt 3184 EhkpgrarXDzs X 3uyl ZCg 5Sm Y TIAxvmVksOJTFQ_ZPq7E
6TTA40FzNe-GWeV78sd0Y 403 TDIYY ICMKyxPnSM7Bwa3L7RAVIglgBANZIROPIZkngx TWBI4163dGOlc TC26IA DI WVInA4-
azTiglOcB8CacInKRRzBUOFEITSNrwDzZhnifRvxgNP_duP13t0leLZCH209diAQFhCwM2D7fXzltvinGcQENt3g1Li_meFfnIWEKjzI0mMw 1 VQ9mlsKm2asES9¢aT-

ZVEEMENGDLE9s6USMwRCESuR OImmUalUF6e WmiFM3yEFU3zMCRkv9i6Gj6Txyek2 YNIWzR0iZ-

ei2MIuL BKrxSTLhKpSz6]_POWTWI1BH2ZbH2GSPobTgIn XruQs38 3WGpFMOSXFrWY YxFCCbUIgsngx Xp3miEKVGFAQBw26pirk YKROX_m7UB01QxCqN8eFwxpRENQpXOIXxEIXQbACWQZQvppEtlaQ2rXtgldtr]
XwXiKUHMupYB5SXPoVXrtBOKETGwgSETxIxtTAHST740UX2-RkcK7iNJIb7Gtale Th1JXH3coQhz WBOSCN 1gkOwqtTpf8 1 2DQTi5Pz6e Y LmgTDAKOfDBET_ER2wW

e Add the resultant to the app.config file for the required app.

See: Using OAuth 2.0 with Microsoft for Office 365 users

Troubleshooting & Support
Refer to the documentation listed in the Requirements section for troubleshooting information.
For Support

This is a IBM Community provided package. Please search the Community ibm.biz/soarcommunity for assistance.
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